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Abstract: Trust in cross-media applications is essential to successful collaboration. Cross 
media service delivery encompasses different types of security incidents and 
assumes a level of trust on the part of the participants of any one transaction. 
As enterprises and participants of cross media transactions become more 
susceptible to security risks facilitated by the heterogeneity of data being 
exchanged, it is important to develop protective infrastructures. Such 
infrastructures should enable reporting of security violations or misconduct on 
a regular basis with effortless incident submission, automatic classification of 
reported incidents, searching and collective knowledge extraction from similar 
incidents and sharing of information by authorized users. We report on such a 
system currently being developed. The Security Incident Sharing and 
Classification system (SISC), collects incidents in a database, though its  
incident submission interface, and classifies them according to different 
parameters. We demonstrate an automatic classification scheme based on the 
level of incident severity, where severe incidents are processed faster. The 
system builds trust through its monitoring and recommendation capabilities, 
thus preparing enterprises to encounter new security incidents that may arise. 
This is an open, customizable, self-standing risk monitoring system which can 
be built into any enterprise. The recommendation component of SISC extracts 
solution scenarios from the gathered knowledge of classified incidents and 
makes them available to SISC users.  
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INTRODUCTION 

The explosive growth of the Internet [2, 3] has brought new cross media 
possibilities, especially in electronic commerce (e-commerce).  This growth 
has also brought new security risks (incidents) that erode the trust of e-
business users in cross media enterprises and can result in large-scale 
economic damage [4, 5, 6].  

The future of cross media applications, (e.g., in e-commerce, e-media and 
e-publishing, etc.) depends on providing adequate security measures that 
minimize or anticipate security risks (incidents). Incidents may include 
fraud, denial of service, digital forgery, id theft, document falsification, 
copyrights infringement, quality of service violations and other small or 
large incidents of professional misconduct. We report on a protective 
infrastructure that can give users a better understanding of the risks as well 
as knowledge about previous incidents to gauge risks faced in a particular 
transaction [8, 12]. The Security Incident Sharing and Classification System 
(SISC) can be used by an e-business entity as an internal “whistle-blowing” 
or internal monitoring system. SISC standardizes incident collection with a 
uniform reporting scheme, provides automatic classification of incidents, 
and builds trust and human understanding into the system with a data sharing 
interface that pools different types of incidents in different entities. 

SISC is also useful because security incidents are often distributed over 
multiple sites of an enterprise, where different aspects of an incident are 
encountered differently by different users and systems. SISC addresses the 
need for systematic methods of reporting, analyzing, educating and sharing 
information among cross media users. A taxonomy of observed incidents 
facilitates systematic analysis, ensures better understanding and can give a 
fast / accurate solution to counter the incident.  

Our system is based on a common sense approach: When a new incident 
appears and is not yet fully recognizable and understood, it is critical to 
characterize this incident and as soon as possible, identify its key properties 
(e.g., level of severity, cause, domain (area it appears in), the predicted loss 
(profits or time), and possible solutions, etc.), based on available knowledge 
from similar incidents. The earlier the key properties of a new incident are 
identified and studied, the sooner it is possible to find a solution for it.  

The current implementation of SISC classifies security incidents based 
on their severity level. We distinguish severe incidents from medium or 
trivial ones as early as possible. Severe incidents are immediately identified 
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by the system so that a timely response is possible. Although we have 
implemented SISC to classify incidents based on severity levels, it can be 
extended and customized to other types of measures. 

SISC is a kernel component of EcomRISK.org [7, 20], which is a general 
security resource that contains a wide variety of interactive facilities 
designed to educate users and to motivate them to submit security incidents. 
SISC processes the submitted incidents and combines this information with 
other types of user input to achieve classification. For different types of users 
(e.g., advanced vs. novices), SISC has different incident submission forms. 
Users can search the incident database in multiple ways, by different 
parameters and features, such as “find me an incident like this” or “find me 
an incident that has these features”. SISC also includes a security solution 
database [22] that is linked to the submission form.  Thus, once a user 
submits an incident, she is able to link to existing security tools and find out 
how, why and the popularity of using a particular security tool. Feedback 
from the usage of these tools is collected in this database and provides 
additional contextual information. By mining these data, security patterns 
and higher level correlations can be discovered. Due to space limitation, the 
details about the solution database are not covered in this paper.  

The rest of this paper proceeds as follows. Section 2 provides related 
work. Section 3 outlines the approach of the incident sharing and 
classification system and describes the basic elements used to collect and 
disseminate information. Section 4 details the methodology and results. 
Section 5 describes the relations between SISC and cross media applications. 
Section 6 provides concluding remarks and future work.  

RELATED WORK 

We described a system for incident collection and sharing services that 
serves as a security resource to the online community. In Table 1, we 
present a short overview of several prestigious sites and contrast their 
offerings with those of the EcomRISK.org site, on which our incident 
sharing and classification system is hosted. The following sites are tightly 
related to EcomRISK.org and provide additional information potentially 
useful to EcomRISK users: GREeCOM.org, eJETA.org and ISTS.  

Classification has been used as an efficient approach to organize and 
manage information. In this approach, statistical techniques are used to learn 
a model based on a labeled set of training data, which have been labeled to 
indicate their categories. This model is then applied to new data items to 
determine their categories. Several Internet-based information classification 
systems have been developed, for example, Chakrabarti et al. [17], Chekuri 
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et al.[18] developed automatic classifiers for subset of pages from Yahoo! 
Web directory; Chen and Dumais [19] developed a user interface that 
organizes Web search results into hierarchical categories. Although 
information classification systems have been used in other areas for several 
years, applying classification techniques to identify newly appeared security 
incidents is a relatively new approach. 

Table 1. Comparison of EcomRISK.org to major, related web sites.  We note that EcomRisk 
addresses the needs of a low-technical level audience and has many interactive facilities 
which enable the user to interact with the system and the system to learn from the user. 

Web Site Organization Audience 
Technical 

Level 
Primary Focus Component 

EcomRISK 
.org 

Education 

general computer 
users 

professionals & 
experts 

low 

risk incident database; 
discussion forum; 

news; tutorials; 
tech reports 

education 

CERT 
.org 

Education 

professionals & 
experts 
system 

administrator 

medium 
risk incident database; 

security tutorials 
technical 

SANS 
.org 

Industry 

professionals & 
experts 
system 

administrator 

high 
discussing forum; 

vulnerabilities database 
technical 

SERIAS 
.purdue.edu 

Education 

general computer 
users 

professionals & 
experts 

low 
security seminar; 
post-secondary 

education 
education 

neohapsis 
.com 

Industry Clients high 
vulnerabilities 

database; 
articles; archives 

consulting 

securitysearch 
.net 

Industry 
professionals & 

experts 
medium 

articles & tutorials, 
security product 

reviews; 
software listings 

technical 

NIST 
.org 

Government 
policy makers 

federal government 
agencies 

medium 
information on 

different subjects 
policy 

NISER 
.org 

Government general computer 
users 

professionals & 
experts 

Medium news & events; 
services; articles; 

trainings; 
incidents submission 

consulting 

INCIDENT SHARING AND CLASSIFICATION 

 
Incident sharing in SISC is done with (a) a uniform collection interface of 

actual e-business risk incidents and related solution solutions and (b) an 
incident database that can be easily browsed, searched, or extended and (c) 
classification of incidents based on their severity level (or based on other 
properties). By looking at the existing cases, the user can get an overview of 
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what risks have been identified so far, what the cost was, where the incident 
originated, and what tools or methods are available to counter or protect 
against these incidents.  

1.1 Incident Collection  

To make submissions of new content to the site as simple as possible, the 
incident collection system distinguishes between general users and experts 
and offers two versions of submission forms for each type respectively. An 
example of technical incident submission form is shown in Figure 1.  

The full submission form collects from the user information about: 
• the user and his or her relation to the incident; 
• the incident and its type and history; 
• the solution of the incident, if one was found; 
• any consequences of the incident at the affected site. 

In the incident submission form, a mix of multiple choice questions and 
free text answers allows for both automated classification and inclusion of 
case-specific information. This results in a database of common cases as 
contributed by a broad range of users ranging from experienced software 
programmers to young entrepreneurs.  

After the user successfully submits the incident, feedback is given to the 
user to provide some additional information for the submitted incident and 
also as an incentive to attract submissions. For example, the statistical 
information about the submitted incident is shown, such as how many 
incidents with similar features are in the incident database already. If the 
user did not fix the incident yet, information about how to fix it will be 
provided. Furthermore, users can search for incidents by choosing taxonomy 
terms from the submission form, or specify terms to search in free text 
answers. 

The incident database stores specific cases of e-business incidents. 
General categories can be derived from these cases, as described in [1], and 
are used as a foundation for the incident taxonomy, e.g., what caused the 
problem, when and where it was introduced, etc. The database includes cases 
of known incidents with previous modus operandi and thus serves as a 
repository of what is known about previous crimes of a similar nature. 
Statistical methods and stochastic analysis tools can be used to develop a 
prognosis model. The resulting incident taxonomy is customizable by an 
enterprise by ranking a list of desired parameters, such as, cost, type of 
industry impacted most, location, timeframe, and other parameters.  
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Figure 1. Technical Incident Submission Form 
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1.2 Incident Classification 

We classify incidents into three groups based on their severity levels: 
ordinary, medium and severe. The reason we choose the severity level as the 
goal of the classification is two-fold. First, the severity level of an incident is 
very difficult to tell, especially when the incident is an unfamiliar one to the 
community. Most incidents are evaluated as severe or ordinary only after 
they have been solved and their damages have been repaired, which is not 
time efficient. Second, when an incident is encountered, it is helpful to know 
how severe it is in order to solve it. Limited resources should be used to 
solve any severe incidents rather than ordinary ones. This assures that severe 
incidents can be handled in a timely manner. 

Basically, there are some intuitive rules to tell whether an incident is 
severe or not. For example, if a security hole is found in a widely used 
application, this can be considered as a severe incident; however, if a similar 
security hole is found in an application which is used only by very few users, 
the incident will be judged as an ordinary one. For most of the incidents 
happening, we can not find appropriate intuitive rules to tell its severity 
level. Furthermore, the rules themselves will always change over time, and 
an incident might have different severity levels for different user groups. 
Thus, we can not specify the method by which the correct severity levels can 
be computed from the input incidents and this task can not be solved by a 
traditional programming approach. We will use a classifier to analyze the 
pattern of incidents with different severity levels.  

We use the linearly separable Support Vector Machine (SVM) classifier 
[15] to do the classification. Here we briefly introduce SVM and two classes 
of incidents that will be considered. Denote the tuple (xi, yi) , i = 1, …, N as 
exemplars from a training set of incidents with two different security levels: 
low and high. The column vector xi denotes the properties related to the 
severity level of incidents, yi = +1 denotes incidents with high severity level, 
and yi = –1 denotes incidents with low severity level. The linearly separable 
SVM classifier corresponds to a decision hyperplane that separates the two 
different classes of incidents. Incidents which lie on the hyperplane satisfy 
the following constraint: 

wtxi + b = 0 , 

where w is normal to the hyperplane, |b|/||w|| is the perpendicular distance 
from the origin to the hyperplane, and ||.|| denotes the Euclidean norm. We 
define the margin for any given hyperplane to be the sum of the distances 
from the hyperplane to the nearest positive and negative incidents. The 
separating hyperplane is chosen so as to maximize the margin, which is any 
positive distance from the decision hyperplane. If a hyperplane exists that 
separates all the data then, within a scale factor: 
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wtxi + b � +1, if yi = +1 

wtxi + b � –1, if yi = –1 

These pair of constraints can be combined into a single set of inequalities 
which must be satisfied: 

(wtxi + b) yi � 1  

For any given hyperplane that satisfies this constraint, the margin is 
2/||w||.  The SVM classifier tries to separate two classes by finding the 
hyperplane that has the maximum margin to either class (minimize ||w||2 
subject to the constraints in the above equation). The expectation is that the 
larger the margin, the better generalization of the classifier.  

SVM classifiers have been receiving increasing attention and used 
successfully in many classification areas. Experiments [16] have shown that 
SVM classifiers outperform other popular classifiers. SVM classifiers can 
achieve relatively good performance with limited amount of training. SVM 
also provides an effective mechanism for nonlinear classification via a 
nonlinear mapping defined by kernel functions, which are used to project 
data to a higher dimension space if they are not linearly separable.  

EXPERIMENTAL METHODOLOGY & RESULTS 

1.3 Methodology 

We first design and implement a synthetic incident generator, which can 
generate thousands of synthetic incidents according to some specific pattern 
in several minutes. These synthetic incidents provide a useful testbed for our 
incident classification research. Our synthetic incident generator can be 
customized to generate incidents, which have multiple properties in different 
distribution patterns.  

We employ a publicly available SVM tool to implement our classifier. 
The tool we use is OSU SVM Classifier Matlab Toolbox version 3.00 [14], 
the core part of which is based on LIBSVM [13]. A linear SVM classifier 
(referred to as LinearSVC) with its default setting is applied in our 
experiments. Due to space constraints, we refer the readers to [13, 14, 16] for 
more technical and implementation details.  

With the help of a synthetic incident generator, we obtain a total of 3,000 
incidents to train and evaluate the SVM incident classifier. For all incidents, 
their severities are previously labeled by several security professionals. 
Based on selected features, an incident will be classified into one of three 
different classes: ordinary, medium, or severe, labeled 1, 2 and 3 
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respectively. To efficiently train and evaluate the classifier, all the incidents 
are randomly grouped into 3 groups, G1, G2 and G3, to ensure that each 
group has incidents labeled by different professionals. 

1.4 Results 

We use two of the three incident groups to train the SVM classifier and 
use the rest one to do the evaluation. The results are shown in Table 2. 

Table 2. Performance of SVM Classifier:  
 
 

Classifier Ca Classifier Cb Classifier Cc 

Training Groups G1, G2 G1, G3 G2, G3 
Evaluation Group G3 G2 G1 
Correct Prediction 
Rate 

82.3% 82.5% 84.5% 

 
The performance of our classifier is reliable, since using different 

combinations of training groups and evaluation group, we can achieve 
similar correct prediction rate, from 82.3% to 84.5%.  

 

Figure 2. Predication accuracy of Classifier Cc 
 

Table 3.  Prediction accuracy rate of the SVM Classifier 
 
 Classifier Ca Classifier Cb Classifier Cc 

 Label 1 Label 2 Label 3 Label 1 Label 2 Label 3 Label 1 Label 2 Label 3 

  %  %  %  %  %  %  %  %  % 

Label 1 216 75.8 46 7.3 0 0.0 202 76.8 42 6.5 0 0.0 185 73.4 49 7.5 0 0.0 

Label 2 69 24.2 570 89.9 44 54.3 61 23.2 597 91.7 40 46.5 67 26.6 587 89.9 42 44.2 

Label 3 0 0.0 18 2.8 37 45.7 0 0.0 12 1.8 46 53.5 0 0.0 17 2.6 53 55.8 

 
 

Predict 

True 
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Figure 2 and Table 3 show the prediction results generated by a 
classifier when it is used to predict the labels for the evaluation incident 
group. In Figure 2, the incidents are sorted by actual labels: ranges 1-252 
denote label 1, 253-905 denote label 2, and 906-1000 denote label 3. The 
asterisk for each incident shows the predicted label. Note that most incidents 
are classified corrected and incorrectly classified incidents are classified as 
the neighboring classes only. From the results, we believe our classifier is 
reliable to tell the severity level of an incident.  

Although the SVM classifier can achieve reasonable accuracy rate when 
it is applied on the evaluate group, it can only correctly predict about 50% of 
the incidents which are actually severe ones. We are current working on this 
problem and several approaches have been applied to improve the accuracy 
rate for incidents which are actually severe. Due to the space limitation, we 
will not put the details of the approaches and the results in this paper. 

APPLICABILITY: REPORTING VIOLATIONS 

The incident classification system described in this paper is relevant to 
many cross-media applications, such as e-business systems. Below is a list of 
examples that apply.  

(1) The system can collect incidents which are also alerts, e.g.,  
a. for denial of service attacks based on high-bandwidth media, 

e.g. multiple frivolous requests for large movie objects; 
b. for obvious (and not-so-obvious) violations of copyrights, 

e.g. a user needs to get a pass from site X before they can 
access a media object on site Y, but Y gets requests for 
media objects using the same pass from multiple clients at 
different sites — meaning that the pass from site X has been 
shared among some users. 

(2) The system can be used to: 
a. report copies of copyrighted objects on other sites, or report 

incidents of copying objects for non-personal use; 
b. report instances where access to one object can lead to 

(unintended) access to another object, e.g. changing a URL 
of a preview of an image to retrieve the full-sized image, or 
escalating user privileges through security holes in order to 
access materials reserved for paying users; 

c. investigate a claim of a content provider (e.g. a 
photographer) that a client (e.g. an online newspaper) has 
used a resource outside the previous agreement between the 
two (e.g. used a photo with an article in the daily edition, but 
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also in the Sunday supplement with another article when this 
was not agreed on before). 

The solutions database component [22] can be extended similarly to 
include tools to prevent or detect the above problems, e.g. by offering 
watermarking tools for object identification.  

CONCLUSION & FUTURE WORK 

“Trust is the inverse of Risk” [21]. To build trust, it is important to 
incorporate the human element of perceiving different types of security risks. 
This paper describes SISC, a system which builds trust by collecting human 
input and providing a sharable incident collection and classification system. 
This system can be used not only publicly by security resource centers, but 
also internally by commercial entities to record, track and classify security 
incidents within their enterprise. SISC’s automatic classification of incidents 
is based on severity levels and this enables fast-response. 

Since users may also input incidents description in the form of free text, 
we want to be able to extract valuable information that correlates to the 
fields of the submission form. An important improvement for the incident 
sharing and classification system is to make full use of free text that users 
input. A free text-based incident classification system is currently under 
development in our lab to provide a more useful and reliable classification of 
security incidents. Nonlinear SVM classifiers will be used to achieve higher 
accuracy in text-based classifications. A Global Incident Collector System is 
also under development to collect incidents from the Internet and connect 
them or correlate them to those in the SISC database. Finally, a 
Recommender System will connect to the submission process. 
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