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Abstract. We describe a method for tracking usage of resources in a
web environment by representing the resources as a feature space in
which usage instances appear as trails, so that common access patterns
are shown as similar trails. To improve the analysis of usage data, prior
knowledge about usage patterns can be specified by the server admin-
istrator as local exceptions to the standard dissimilarity measure, or lo-
cal dissimilarity measures, which can be combined in non-linear ways.
We outline a method to find similar trails under user-defined restric-
tions within this heterogeneous feature space and an associated similar-
ity space, and to describe progressions of trails representing a web access
history. This information can then be used to reassign resources, e.g. by
a web site administrator, to address deficiencies or shifting priorities in
accessing web-based materials.

1 Introduction

Tracking the usage of web-based information is important for the optimal al-
location of resources to serve the information quickly and efficiently. However,
simple log analysis can hide evolving trends by missing subtle deviations from
the norm, so it is beneficial to incorporate prior knowledge in the analysis so that
expected usage is de-emphasized, while new or unusual usage stands out imme-
diately. Furthermore, it is beneficial to characterize web access by the amount of
resources being used, such as the number and size of files delivered, or the num-
ber and size of database requests required to serve a page. These characteristics
can be used to describe a web site as a feature space, i.e. a high-dimensional
space in which points correspond to a combination of characteristics, and the
access to pages are represented as trails (series of points in time) within this fea-
ture space. Similarity of these trails are given by dissimilarity measures, e.g. the
Euclidian distance function for feature spaces homomorphic to Euclidian space.
Common access patterns can now be viewed as a cluster of trails, while unusual
accesses are outliers to these clusters (see Figure 1). It might even be useful to
view “outlier” points of a trail as alerts: the more a user’s access deviates from
the norm, the sooner an alert is raised to restrict this type of access, e.g. when
accessing image data without loading the containing page, thus avoiding other
items on that page such as advertising banners.



In this paper, we describe a method to easily incorporate prior knowledge
about trails in feature spaces, or in this application, user access patterns for a
web site. Instead of specifying instances of objects that the user would like to
have considered more similar or dissimilar than the defined global dissimilarity
measure (i.e. the default method of measuring similarity for all objects), we
allow the user to specify regions in which custom dissimilarity measures apply,
and all objects that fall within such regions are subject to these local dissimilarty
measures. This allows for data-independent specification of prior knowledge, i.e.
the prior knowledge can be saved or shared without including actual data.

Based on this prior knowledge, pattern similarities are redefined in order
to hide or de-emphasize anticipated usage, and to bring out trends that are of
high interest to the server administrators. This can also be used to redistribute
server resources (e.g. deciding which component should be upgraded), to detect
unwanted access (the above example of directly loading images), or to adjust
web site behavior depending on user input (e.g. by delivering brief abstracts
for users browsing through the site quickly, vs. showing detailed information to
users searching with very specific keywords).

Example: Local dissimilarity can apply in the case of a software development
web page that lists projects, the project leaders, and project members (see Figure
2); the web site administrator wants to distinguish between visits that go to a
project page by way of the different project leaders, but not between visits to a
project page following links on pages of different project members. Assuming an
encoding of the web pages for each project leader and project member, this can
be achieved by defining local dissimilarity measures for the pages of the project
leaders and project members as follows:

– in the region containing pages of project leaders, trails become more different
– in the region containing pages of project members, trails become less different

In effect, the similarity distance of trails (a relation d(t1, t2) returning values
representative of the similarity between trails t1 and t2) between user access
patterns visiting the project leaders is increased, while the similarity distance
of trails for the project members is decreased. Furthermore, it is easy to make
changes, e.g. to include interns or staff among project members, by simply chang-
ing the region to include the respective representations of the additional pages.

2 Related Work

Understanding user behavior on Web sites enables site owners to make sites more
usable, ultimately helping users to achieve their goals more quickly. Chi, Heer
and Rosien [1–3] have devised methods for categorizing user sessions to reveal
users’ interests and information needs. Their techniques build user profiles by
combining users’ navigation paths with other data features, such as page viewing
time, hyperlink structure, and page content.



Figure 1. Local exceptions to dissimilarity measures can change similarity 
between trails. In (a), trails p2 and p3 are similar (i.e. they have the smallest 
distance between individual points), and denote a common pattern whereas p1 is 
considered an outlier. In (b), where prior knowledge is added, trails p1 and p2 are 
more similar as their points each fall into local dissimilarity regions (gray areas) 
which emphasize similarity (dissimilarity measure returns smaller values), 
whereas p3 falls outside.

Figure 2. Defining different local dissimilarities for multiple regions. Project 
leaders (L) are effectively made more dissimilar, while project members (M) are 
made more similar. Since the dissimilarity is defined for a region, new objects are 
automatically made more similar or dissimilar when placed within such a region.
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Previous work on high-dimensional similarity searches has taken into account
that practical applications of high-dimensional feature spaces (i.e. representa-
tions of diverse sets of concurrent observations) can have local heterogeneities.
The primary solution to this problem has been to split up the feature space into
locally manageable areas, or to find subspaces where local rules can apply.

Many efforts have been put on mining various patterns concerning Web access
[4] [5], which can be viewed as sequential access activities as captured by Web
server logs. Previous efforts have tried to employ techniques of sequential pattern
mining to discover Web access patterns from access analysis [6].

Agrawal and Srikant [6] defined sequential pattern mining, a technique to
discover frequent patterns in a sequence database, where each sequence is a list
of transactions ordered by transaction time, and each transaction consists of a
set of items. The goal is then to find all sequential patterns with a user-specified
minimum support, where the support is the number of data sequences that
contain the pattern. In [7], Agrawal and Srikant included time constraints, sliding
time window, and user-defined taxonomy. In [7], GSP, a generalized sequential
pattern mining algorithm, is proposed to mine sequential patterns by scanning
the sequence database multiple times. However, GSP becomes inefficient and has
difficulties with extremely long sequences.

Previous research on frequent pattern mining mainly originates from an apri-
ori paradigm. In this paradigm, a set of candidate patterns are tested to see if
each candidate has sufficient support in the database. When the length of a
sequence pattern increases, this paradigm will have difficulties in pattern min-
ing. But in reality, it is often the case that Web accessed occur in a long access
sequence, which limits the application of the apriori paradigm.

Zäıane et al. [5] presented a knowledge discovery tool named WebLogMiner,
which can be used to mine web server log files in three steps: (1) database con-
struction from log files, including cleaning and filtering, (2) multi-dimensional
web log data cube construction and manipulation, and (3) data mining on web
log data cube and database. Every dimension represents a field with all pos-
sible values described by attributes, such as server domain, directory, and file.
OLAP (On-Line Analytical Processing) and the data cube structure supply a
powerful data mining environment. This work focuses on time-series analysis,
which include network traffic analysis, event sequence and user behavior pattern
analysis, transition analysis, and trend analysis.

Huang et al. [8] described a cube model to represent Web access sessions for
data mining. The session data is organized into three dimensions: component,
attribute, and session. The component dimension represents a session as a set
of ordered components {c1, c2, ..., cp}, in which each component indexes the ith
visited page in the session, and the attributes dimension define the attributes
associated with each component. The advantages of the cube model are that,
after representing sessions in a regular data structure, many existing data mining
methods can be applied, while the order of page sequences are maintained, and
more page attributes for different analysis purposes can be easily included. The
k-modes algorithm (a variant of the k-means algorithm for clustering categorical



data) is used to cluster categorical sessions; this employs a transition frequency
matrix to validate session clusters.

Fu et al. [9] proposed attributed-oriented induction to generalize sessions ac-
cording to the page hierarchy and a hierarchical method to cluster generalized
sessions based on the observation that the web pages are not randomly scattered
but have a hierarchical structure. Replacing pages with their corresponding gen-
eral place in the page hierarchy, the attribute-oriented induction of sessions can
reduce the dimensionality of a session. Generalized sessions are then clustered
by using the BIRCH algorithm.

Chakrabarti and Mehrotra [10] developed a technique for applying existing
local dimensionality reduction methods that takes into account local correlations
in the data, noting that global dimensionality reductions can have problems using
local correlations, either yielding wrong results or not using the local correlations
to their full advantage (for example, data is correlated along two independent
axes). They also used an indexing structure using the local correlations to sup-
port range and nearest-neighbor queries.

Other previous research work for time-series data in multidimensional feature
spaces include: Puuronen et al. [11] use strategic splitting of the feature space to
identify the best feature subset for each instance, and use decision trees with local
feature selections. Apte et al. [12] use the dissimilarity measures for a feature
space to split it into regions with distinct characteristics. Vlachos et al. [13]
describe non-metric similarity functions based on longest common subsequence
matching techniques for object trajectories in two- and three-dimensional space.
Gionis et al. [14] reduce dimensionality by applying “locally sensitive” hashing
functions to points in feature space, grouping those points that are close within
the feature space. Keough et al. [15] create an approximation of the original
data by replacing actual time series data with simpler series of mean-point and
end-point tuples that can then be used for indexing.

Gordon [16] surveys methods to specify prior knowledge in the form of con-
strained classification where class membership of objects is based on similarity.
Klein et al. [17] aim to take spatial clusters into account when adding constraints,
noting that with specification of spatial constraints, outperforms instance-based
constraint clustering.

3 Translating Characteristics of Web Resources into
Feature Spaces

In this section, we represent a site and its associated resources as a feature
space, i.e. a high-dimensional space in which points correspond to a combination
of characteristics of the site and its resources. User access to a site is then
represented as a trail of points going through this feature space.

3.1 Definitions

We describe a user’s visit to a web site as a time series T = {t1, t2, ..., tn} of
events, each characterized by a number of k features {f1, f2, ..., fk} whose values



may change from event to event. These features are the basis for a feature space
F = (f1, f2, ..., fk), a k-dimensional space where each dimension describes one
feature or characteristic, or a part of a feature (e.g. size of a file, number of
database requests, time to assemble a page). The user’s visit and the time series
T then become a trail, a time series of points in feature space, corresponding to
the measurements taken from observations at successive time points.

A dissimilarity measure is a mapping from two points x, y ∈ F or trails
T1, T2 ⊂ F to a value describing how dissimilar the two points or trails are.
(For trails of different length, the minimal dissimilarity between equal length
sections of the trails is taken.) We distinguish between the global dissimilarity
measure dg(x, y), which is the default mapping for all point or trail pairs, and
user-defined local dissimilarity measures dR(x, y), x, y ∈ R, which are defined for
pairs within a user-specied region R only. For pairs with only one point in R,
the global dissimilarity measure applies.

The similarity space is a companion high-dimensional space created from a
feature space such that the similarity space has desirable properties (e.g. homo-
geneity) suitable for advanced similarity searches, when the feature space lacks
these properties.

3.2 Defining the Feature Space

First, we need to create a feature space that represents web resources. To make
this feature space meaningful, we consider a set of attributes for each page or
resource (e.g. images) requested by a user:

– an identifier for each page (e.g. spatial coordinates, in order to group related
pages, such as “products” vs. “service”, according to the site’s structure)

– an identifier for the referring page (to ensure proper usage of the site)
– characteristics for each page or component (type, size, value, etc.)
– number of files that are part of the page request and sent to the user
– size of files (individual, average, total) of the page request
– number of requests to secondary resources (e.g. a database server) and the

size of request yields from secondary resources
– total time needed to serve the complete page, including requests to secondary

resources (this is especially useful for dealing with access during peak times)
– time since last request from this user (i.e. reading time)
– time since this page was last requested by this user
– number of times this page was requested by this user

A sample encoding for such attributes is given in Table 1.
Most of these attributes can be extracted from standard web server logs; how-

ever, others require additional logging facilities, e.g. tracking use of secondary
resources such as databases would necessitate additional code in the server script-
ing language (e.g. PHP [18]) to calculate and save the relevant information.

Defining the feature space often needs a normalization step so that values for
different features are of the same order of magnitude, e.g. consider “number of
files” vs. “size of files” where small changes in the latter would outweigh changes
in the former even though the former are more significant.



Table 1. Sample attributes for feature space and their encoding.

Attribute Description of Feature Attribute Type

page id page identifier 2-dim. array of integer
page size number of bytes sent integer
page delay time until next page accessed float
created time time server needed to create page float
page cost value of page to site owner float

3.3 Tracking Access

User access is monitored by capturing values for each of the above listed at-
tributes, and thus creating a trail in feature space that describes which pages
were accessed and how many resources were used to create these pages. In doing
this, it is useful to have a mechanism built into the web server to identify the
same user (e.g. using session information as generated by PHP or JSP); further-
more, for using secondary resources such as a database, it is helpful to create
detailed logs that list how many such resources were used to serve each page.

We assume that by identifying the user by IP address and reading the referrer
information, we can get an accurate representation of the user’s access of the
site and thus one trail in feature space. The exact mechanism would depend on
the site, e.g. by requiring a login on each visit, bookmarks or using the “back”
button become less of an issue; while an open site would have to deal with visits
starting at random pages. Other attributes that may put the user’s access into
a resource-consumption context include e.g. the time of day and served load.

4 Local Exceptions: Incorporating Prior Knowledge

In this section, we describe how a web resource owner can customize the track-
ing process by defining regions in feature space where similarities are defined
differently, effectively emphasizing or de-emphasizing differences in trails going
through these regions. The net result is that common and adequately covered
requests can be grouped together, whereas unusual requests will stand out more.

4.1 Encoding Prior Knowledge as Local Dissimilarity Measures

Following our paradigm, the website administrator can define regions in fea-
ture space for which a local dissimilarity measure is used instead of the global
dissimilarity measure. Examples for regions are:

1. ranges or intervals across one or more features, e.g. page size is larger than
10KB, time between requests is between one second and five minutes

2. individual selection through boolean functions with features as inputs, cor-
responding to arbitrarily-shaped regions of feature space



3. user-specified regions, e.g. all pages in the “project members” section which
contain references to more than three projects

Local dissimilarity measures map any two points within their region to a value
describing the differences between the attributes of the two points. For pairs
of points that do not both lie within the same region, the global dissimilarity
measure applies, such as the Euclidian distance.

In order to distinguish among different accesses to a software project page, we
first represent the web pages by their location in a hierarchical tree arrangement
(see Figure 2 (a)). We then define two regions L and M , one for the project
leaders and one for the project members (see Figure 2 (b)), and for each region,
a local dissimilarity measure.

Let dg(x, y) be the global dissimilarity measure, e.g. Euclidian distance for
two pages x and y. We want to emphasize the differences between project leaders,
so for region L, we define the local dissimilarity measure dL as

dL(x, y) = 2dg(x, y) . (1)

On the other hand, we want to de-emphasize differences between project
members, so for region M ,

dM (x, y) =
1
2
dg(x, y) . (2)

Figure 2 (c) shows the effect of the local dissimilarity measures with regards
to distances between trails through project leaders and project members.

4.2 Finding Access Patterns via Similarity Search in Feature Space

An access pattern can be viewed as a “tunnel” in feature space through which
trails representing user accesses run. For example, going from an introduction
page to the main menu does not leave much variation (even with a “static” page,
possible sources of variation remain, such as the time spent on the page).

To define regions and local dissimilarity measures, the web site administrator
can create representative trails by performing predefined visits of the site and
specifying how much variation is expected along each step. Each such sample
creates a region in feature space, for which the administrator would then specify
a dissimilarity measure mapping all pairs of trails within the region to a smaller
difference. All user visits that follow a representative trail are then treated as
being very similar for the purpose of clustering.

Instead of creating complete sample visits, the web site administrator can
also create partial trails to capture usage of particular sections of the web site.

5 Experimental Results

The proposed framework is being demonstrated with experiments involving a
popular website [19] with about 500, 000 page requests from approximately



80,000 visitors in 2003, to show how certain access patterns can be empha-
sized over others. Further experiments to demonstrate how this system handles
retrieval is still work in progress.

From the logs, we created a rudimentary set of trails by assuming that re-
quests from the same IP address within a time window (page requests on the
same day) came from the same user and constituted a distinct visit. (The more
detailed custom log data detailed above, using session information and details
on database requests, was not yet available as this would have required rewriting
crucial parts of the website.) From the access log, we extracted the identifier of
the page (translated into coordinates in a hierarchical tree representation) and,
for subsequent page requests, the time since the last request.

We grouped the visited pages into two categories: index pages (e.g. those
named “index.php”, “home.php”, or with paths ending in “/”) and content pages
(all other pages ending in “.php”). For the purpose of this analysis, we assumed
that a visitor is reading a page if the next page request is made within one and
fifteen minutes (i.e. the page is left up on the visitor’s browser window long
enough to allow for more than just quick browsing, but is not “abandoned”
because the visitor is doing something else). To determine these visits, a region
was defined for the page identifiers and the time since the last request, and all
points within this region defined to be very similar. The query trail for finding
the visits as described is then a trail of three points, all located inside the region.
The global and local dissimilarity measures in this example are:

dg(x, y) = d(x, y) (3)

dR(x, y) =
1

1000
dg(x, y) (4)

Figure 3 shows the associated feature space and the region for the content
pages. Figure 4 shows two plots of sorted visit lengths (number of page accesses
on y-axis, visits on x-axis): the top plot is not distinguishing between pages and
time between page requests; the bottom plot shows only those visits where the
user spent between one and fifteen minutes on at least three consecutive pages
categorized as “content pages”. As Figure 4 shows, the number of (desirable)
visits with users reading content pages is lower than the raw numbers indicate,
but still a significant fraction.

5.1 Logging a Web Site for Features

For web sites driven by scripting languages such as JSP or PHP, it is usually
easy to insert code to create additional logging information:

– time to assemble each page (read current time in microseconds at the begin-
ning and the end of the page, and log the difference)

– sum of the file sizes of included or embedded media
– number and size of database requests (ideally, database requests are handled

in wrapper functions to be independent of the actual database system used;
these can easily be extended to update counter and size variables)



Figure 3. Feature space including page identifier and time spent reading a page, 
region R (shaded) for read content pages, and sample trails p1 through p4 that 
represent visits to a web site. q is the query trail that represents 3 consecutive 
accesses of content pages with at least 1 minute and at most 15 minutes 
between requests. Only trail p1 is similar to q as it alone has three points inside 
R. While p2 is a trail visiting the same pages as q, the reading time is outside the 
defined boundaries, and consequently p2 is not considered a match.
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– for variable length pages: the number of components or items that the page
contains (e.g. number of products found in a search)

– pages marking the start or end of a session (i.e. login and logoff) create new
visit identifications, so that subsequent sessions are treated as multiple visits

6 Conclusion and Future Work

We have described a framework for customizable feature spaces that can be
used for tracking time series data, such as users’ access to a web resource. The
advantage of this approach is the simplicity with which prior knowledge can be
expressed and applied for refining similarity searches (and their converse, outlier
searches). Ideally, web site administrators could combine known characteristics
of their web site with instances of user access trails they deem representative
for specific access patterns, i.e. the regions and corresponding local dissimilarity
measures would need to be computed from these instances.

This framework has originally been developed for tracking medical conditions
[20], and ongoing work includes experiments to verify the applicability and effi-
ciency of similarity queries under various conditions, and extending our method
to allow for trails of different lengths and with missing or extra points.

The current framework assumes that the regions of local dissimilarity mea-
sures are disjoint. This can be extended to handle overlapping regions. In that
case, we maintain a tree consisting nodes representing each region. The level
of the node then corresponds to their priority. When two regions overlap, only
the local dissimilarity measure of the region with higher priority is applied. To
compute the distance of two data points in such feature space, we traverse the
tree to find the applicable dissimilarity measure.

6.1 Using Ontologies to Build a Feature Space

Ontologies are a standard formalism for describing concepts of data objects. By
building an ontology of the web site’s pages, it is possible to convert a series
of page accesses to a chain of concepts that the user followed. The ontology
represents a categorization of the web site’s pages, so that pages with a common
purpose fall into the same category. As categories are labeled with concepts (e.g.
product information vs. product ordering vs. software download vs. personal
information), web pages formerly distinct by URL now have additional attributes
as assigned by the ontology and can be grouped accordingly.
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