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Abstract

Sensor networks are playing a more and more important
role in monitoring problems such as surveillance, tracking
moving objects. In-network processing has been shown to
improve scalability, prolong the lifetime of the sensor net-
work and diminish computational demands. However, se-
curely querying past data becomes a challenge. An unim-
portant event in the past could become interesting later;
therefore, methods for securely placing a query on the past
event in in-network processing should be available. This
paper focuses on the challenges associated with securing
gueries on past data in a sensor network, and proposes
methods for past data aggregation. Two different methods
are proposed for securing queries on past data; both use
forward secure cryptography and provide forward secure
data authentication. e compare their security and perfor-
mance, and also compare them with previous schemes.

1 Introduction

Wireless sensor networks are used in many kinds of ap-
plications, such as real-time traffic analysis, habitat moni-
toring, and battlefield reconnaissance. In all of these cases,
a group of sensor nodes works in a monitored area, senses
data from the field, and sends data back to a base station,
where the data analysis takes place. The most important
purpose of sensor networks is to answer queries about the
status of the monitored area, such as calculating tracks of
monitored objects, temperature, or enemy activity. Because
of tight constraints on resource and computational capacity
of sensor nodes, many mechanisms have been developed to
decrease resource demands and make sensor networks work
longer.

In-network processing is a promising mechanism that
can make sensor networks more scalable, more versatile
and long-lived [7, 19, 24, 26]. In this paradigm, special sen-
sor nodes that work as data pre-processing facilities, refered
to as aggregators, are introduced to help consolidate infor-
mation. The data collected by a number of sensor nodes

are sent to an aggregator, which will locally process these
data and send results to a base station. We call these sen-
sor nodes the aggregator’s group. Because some of the data
processing takes place in aggregators and fewer communi-
cations exchanges are required, this method can decrease
the communication cost in sensor networks. In in-network
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Figure 1. Aggregation using in-network pro-
cessing in a wireless sensor network

processing, the base station only gets intermediate results
from aggregators rather than from all the individual sensor
nodes. This works well if we only care about the current
status of the monitored area. However, if an application is
interested in a past event and wants to reprocess the original
data, it cannot because the base station does not have those
data; thus, either aggregators or sensor nodes need to store
past data locally. When a query on past data is placed, ag-
gregators or sensor nodes should send their past data to the
base station. An aggregator may not have enough storage to
store the past data received from all the sensor nodes in its
group. So, storing the past data locally on individual sensor
nodes is more feasible (although storage space may still be
quite limited).

Sensor networks are more vulnerable than wired net-
works because of the way they are used, resource con-
straints, and the inherent vulnerability of wireless commu-
nications. Sometimes sensor networks work in hostile en-



vironments, such as battlefields, that are controlled by en-
emies. Sensor nodes can easily be physically captured by
adversaries. Node capture is a significant challenge to the
security of sensor networks. If an adversary captures a sen-
sor node, its keys and its communications are potentially
exposed. The adversary may be able to reprogram the cap-
tured sensor node, or even clone the captured sensor node to
insert some malicious sensor nodes into the sensor network.
Eventually the adversary may be able to compromise more
and more nodes in the sensor network. Tamper-resistance
can be improved by designing new hardware; however, a
hardware tamper-resistant solution is not economical, and is
difficult to implement. Hence, a software solution is prefer-
able: better communication protocols and security schemes
should be developed. Resilience against node capture is an
important evaluation metric for security schemes such as
key management and message authentication.

If sensor nodes store past data locally, the capture of
nodes would lead to the exposure of local data. The fo-
cus of this paper is not only protecting local past data even
if sensor nodes are physically captured, but also providing
methods for sensor nodes themselves to access past data se-
curely. The protection desired includes preventing adver-
saries from getting information from past data stored locally
and preventing adversaries from sending false data to aggre-
gators.

Previous research in the security of sensor networks has
focused on authentication between sensor nodes, secret key
establishment to maintain high connectivity, and secure in-
formation aggregation as methods for coping with false data
sent by compromised sensor nodes. There is no guaran-
teed solution for protecting local data when a sensor node is
physically captured. Przydatek et al. [24] briefly describe
using forward secure authentication to securely query past
data. This approach only prevents adversaries from altering
past data—adversaries still can read information from past
data stored locally. Security for in-network processing has
been explored by [7], which proposed several schemes for
delegating authorization, establishing a lightweight shared
secret key, and building a secure hierarchical wireless sen-
sor network; however, it doesn’t address the problem of how
to protect past data if sensor nodes are physically captured.

In this paper, we demonstrate how to use forward secure
cryptography to prevent adversaries from obtaining past
data, and how to use secret sharing to allow uncompromised
sensor nodes access to their own local data. First, forward
secure cryptography can be used to periodically refresh se-
cret keys so that the past encrypted data are still secure even
if the current key is compromised [3]. Because of the con-
straints of computational capacity, asymmetric cryptogra-
phy is not practical for sensor networks [5, 4, 28]. There-
fore, most existing key management mechanisms use sym-
metric cryptography. Bellare and Yee [3] have proved that a

forward secure key-evolving symmetric encryption scheme
can be constructed from a standard symmetric encryption
scheme and a forward-secure pseudo-random bit generator.
Second, key escrow system is used to safeguard data recov-
ery keys [9]. There has been considerable research in key
escrow systems, such as [16]. We propose two methods us-
ing secret sharing to escrow the initial secret key of every
sensor node.

The rest of the paper is organized as follow. Section 2 de-
fines the problem of past data recovery in sensor networks.
Section 3 and Section 4 present two different methods based
on forward security for secure past data recovery. Section
5 compares the security and performance of our schemes
with previous key management schemes in sensor networks.
Section 6 discusses related work, and section 7 concludes
this paper.

2 Past datarecovery

There are three phases during the lifetime of our sen-
sor networks. The first phase, called the key predistribution
phase, takes place before the deployment of sensor nodes,
and for this we adopt the method in [24, 21]. We assume
every node has a unique identifier. The base station stores a
master key K. A sensor node V;’s individual key is initiated
as MACk(IDy,), where M AC is a secure keyed mes-
sage authentication code [2]. In the second phase, called
the delegation of authorization and shared key establish-
ment phase, the base station distributes shared keys between
aggregators and their group member nodes. These shared
keys, called aggregation keys, are used to maintain integrity
and privacy during aggregation. K 4,5, denotes the aggre-
gation key shared between aggregator A; and sensor node
S;. The base station also delegates its authority to aggre-
gators, which will process data from sensor nodes and send
intermediate results to the base station. We adopt methods
proposed by Deng et al. [7] to implement this phase. The
third phase consists of key refreshment: this is the period
when all application queries take place, and the aggregation
keys must be periodically refreshed as these occur. This
paper focuses on this step and demonstrates how to protect
and recover past data stored locally on sensor nodes.

After the pairwise keys are established between aggrega-
tors and sensor nodes, every node uses its aggregation key
to encrypt the messages sent to its aggregator. Queries can
be placed on both the current status and the past status of
objects—as noted above, sometimes “unimportant” or ne-
glected events may become interesting later. However, this
means we must consider the problem of protecting locally
stored past data and securing the queries on them.

If every node stores past data in plain text, compromise
of this node will lead to the exposure of past data. If ev-
ery node stores encrypted past data locally, this doesn’t



strengthen the security if the key is also stored locally. Our
approach is to periodically refresh the aggregation keys,
which are used to encrypt past data as well as communi-
cations between nodes and aggregators, so that the past en-
crypted data will not be exposed even if the node is captured
(i.e. if the current key is compromised).

The forward secure key-evolving symmetric encryption
scheme can be denoted as follows [3],

FS = (FS.key, FS.enc, FS.dec, FS.upd,t).

FS.key is the function to generate the first symmetric secret
key. In every period out of ¢ total time periods, a new secret
key is used for encryption and decryption. At the end of
every period, F'S.upd uses a one-way function to derive the
next key from the current key and in the process overwrite
the current key. F'S.enc and F'S.dec are used to encrypt
and decrypt messages with the current secret key. The total
number of time periods is ¢. The appropriate interval for
key refreshment is application specific.

However, in the scheme as described so far it is difficult
for a node to recover past data since every key is destroyed
after it is expired. When a node attempts to access its his-
tory data, it needs to know the specific key that was used at
the time when the data were encrypted. Because the keys
are forward secure, it is theoretically impossible to restore
previous keys from a current key. Therefore, the node needs
to know the first key, called the seed key, to which it can
then apply the appropriate number of updates to obtain the
key that was used to encrypt the desired history data. How-
ever, the seed key can’t be stored locally in the node be-
cause of the node capture problem (the adversary can then
potentially use the seed key to generate all the secret keys).
The seed key cannot be stored directly in the base station
and aggregators for a similar reason, since the base station
and aggregators are also vulnerable [6]. An adversary can
isolate a base station from the sensor network by jamming
the communications between the base station and neighbor
nodes if it discovers the location of the base station. The
straightforward method of storing the seed key is to store
it on a trusted third party sensor node; however, this sensor
node may become a bottleneck or a central point of failure
in the whole system. Thus, a more secure scheme without a
central third party is required. Every node’s seed key needs
to be stored in some places other than itself, aggregators,
and the base station. Secret sharing [25] can be used to ac-
complish this. We propose two methods; they use secret
sharing to divide the seed key among several sensor nodes,
but reconstruct it in different places, including sensor nodes
and aggregators. We will discuss them both and compare
their security and performance.

3 Past datarecovery method |

This section describes our first proposed method for past
data recovery, where history data are decrypted on individ-
ual sensor nodes.

3.1 Restoring data on nodes

In this scheme, a group of nodes will be selected to share
one sensor node’s seed key. After deployment, each node
can communicate directly only with its neighbors. Their
communications are encrypted by a pairwise key shared
only between each node and one of its direct neighbors. We
adopt the method introduced in [29] to establish pairwise
shared keys between nodes. If all the neighbors of a node
are compromised, this node will be isolated from the sensor
network: each node is useless without the cooperation of its
neighbor nodes. Thus, we can use a node’s set of neigh-
bors as a place to store and share the seed key of this node.
We use Shamir’s secret sharing method in this scheme. One
node divides its seed key into N,,. shares and sends them to
its N, neighbors. In this scheme, k of its IV, neighbors
together can restore the seed key. When the node wants to
restore its seed key, it will send requests to all of its neigh-
bors and get responses from those neighbors who think it is
uncompromised and secure. If the node gets more than &
responses, it can restore the seed key itself and access past
data—otherwise it can’t access past data because enough
neighbors think it has been compromised based on its be-
havior. We use S-node to denote a sensor node and A-node
to denote an aggregator. The detailed procedures are as fol-
low:

3.1.1 Operation of an S-node

Procedure 1 Key sharing and refreshment of an S-node
1: get the number of neighbors N,,.;
2: Ko+ Kag;i+« 0;
3: pick a random k — 1 degree polynomial p(x) = ag +
a1z 4 ...+ ap_12"1 where ag = Ko = Kug;
4: evaluate: Dy = p(1),...,D; = p(i),...,Dn,, =
P(Nne):
5: send K ;(D;) to the ith neighbor node;
6: repeat
7: i=1+1; K; <—FS.upd(Ki_1);
8
9

destroy K;_;
. until (K; is compromised) or (i = t)

In the beginning, each sensor node counts its neighbors
by sending queries and receiving responses. Then it ran-
domly picks a k — 1 degree polynomial p(z) = ag +

a1z + ... + ap_12F71, where aq is the aggregation key



K a,;s5;, which will be divided into shares. If the sensor
node has N, neighbors, it will evaluate D;(1 < i < n)
as D(i) = ag + a1i + ... + ap_1i*~1, and then send this
D; encrypted with K ; to the ith neighbor node. K ; is
the pairwise shared key between this S-node s and its ith
neighbor. Because the polynomial p(x) is a k — 1 degree
polynomial, k out of N,,. values from D; to D,, can recon-
struct the coefficients of this polynomial. Thus, k£ neighbor
nodes can reconstruct ap, which is K 4,s,. After the sensor
node sends out all the key shares, it must evolve its seed key
K 4,5, to anew key using F'S.upd, in the process overwrit-
ing K A;S;-

Then the sensor node senses data from the monitored
area, encrypts the data using the current aggregation key,
sends the encrypted data to its aggregator, and stores a local
backup of this encrypted data. Because of storage limita-
tions, the sensor node may only store a fixed volume of data
locally, e.g. the past hour’s data. The sensor node also re-
freshes its aggregation key periodically by using F'S.upd to
replace its current key with a new one. Each key is designed
to be used for a particular period of time or a fixed number
of operations. Each is destroyed when the key for the next
period is created. The sensor node only stores the current
aggregation key locally: thus an adversary can only get a
sensor node’s current aggregation key when it is captured.

Procedure 2 Key recovery of an S-node
1: send key recovery message to all the N,,. neighbors;
m « 0;
whilem < k do
wait for responses from neighbors;
receive one response; m = m + 1;
end while
recover the seed key by reconstructing the polynomial
using k key shares from neighbors;
8: decrypt past data, encrypt them with the current key,
and send them to aggregator;

R o

When a sensor node wants to access its past data, it will
send requests to all of its neighbors and wait for their re-
sponses. In the responses of neighbor nodes, the sensor
node will get the key shares that it distributed before. After
getting k£ or more key shares, the sensor node can recon-
struct the polynomial p(z) = ag + a1 + ... + ap_12*7!
that was used to share the secret key. Then ag is the seed
aggregation key of this sensor node. It can be used to gen-
erate a proper key corresponding to the correct time period
for the desired past data.

3.1.2 Operation of an A-node

An A-node(or aggregator) also refreshes its aggregation
keys with every S-node in its group. This generates a new

Procedure 3 Key refreshment of an A-node
1. Ko Kag;t < 0;
2: repeat

3 i=1+1; K; <—FS.upd(Ki,1);

4:  destroy K;_;

5. until (K; is compromised) or (i = t)

key that overwrites the existing one. If the previous keys
were not destroyed, an adversary could decrypt past com-
munications if he has been eavesdropping on the network
traffic before he captures this A-node. In this approach, an
A-node uses Procedure 3 to refresh all aggregation keys for
different S-nodes periodically.

3.1.3 Operation of an S-node’'s Neighbors

Procedure 4 Operation of an S-node’s neighbors
1: receive and store seed key share from the S-node.
2: repeat
3:  wait for the S-node’s request for a key share

4:  if the requester is trusted then
5 send back the key share

6: endif

7: until the requester is not trusted

Assume node m is one of the neighbor nodes of node j,
and node m receives a key share distributed by node j and
stores it locally. When node m receives a key recovery re-
quest from node j, it will decide whether to send back its
key share based on whether it thinks node j has been com-
promised. In this way, we can provide a method to cut ma-
licious nodes out from the network. How to judge whether
a node is compromised is outside the scope of this work.

3.2 Past data authentication

After requested past data have been decrypted, they will
be sent by S-nodes to their aggregators. However, if an S-
node is compromised, it can send some meaningless false
data to its aggregators without decrypting the correct past
data. In this section, we provide a method to authenticate
the past data sent by S-nodes. There has been considerable
research, such as [24], on detecting false data sent from sen-
sor networks. That particular work focuses on minimizing
the influence of false data; our scheme will focus on how to
authenticate the past data.

Assume the current time period is t;, and the time period
of the past data is ¢;(j < ). K3, is the key used in time
period ¢;. Cy, is the encrypted past data of time t;. My,
is the unencrypted past data of time ¢;. H, 5 is the MAC of



My, computed with Ky, by an S-node. The operations of
sensor nodes and aggregators are as follow.

3.21 Operation of an S-node

Procedure5 Operation of an S-node
1: receive query on past data, get the expected time period
t;
rz:construct K, by evolving K 45;
M, = D, (Cy, )
HS = MACKtj (M, );
S-node — A-node: E, (M, H)

At time ¢, when an S-node sends data to an A-node, it
keeps a copy of the encrypted data Cy,. Suppose that at
time ¢; a query is placed on data from time ¢;; this requires
that the S-node first reconstruct the seed key K 45. It then
evolves K 45 to the Ky, used at time tj;, and gets My, by
decrypting Cy,. To establish the authenticity of M, the
S-node computes H{ by using K, and attaches H{ to
Mj,. Finally, it sends the whole message encrypted with
the current key K, to its A-node.

3.2.2 Operation of an A-node

Procedur e 6 Operation of an A-node
11 receive Ex, (My,, HY);
2 ingj + H{; then

3 My, is false data

4: else .
5
6

My, is correct data
. end if

At time ¢, the A-node receives Cy; and decrypts it to
My,. After its processing, the A-node will delete both of
C’ti and M;,. Before the A-node deletes M, it will use
K t , to generate H ‘?, which will be used to authenticate the
data if a query on these data is placed later. The MAC M,
is the same for both H,gf and H{}. At time t;, the A-node
receives the past data from the S-node and decrypts the mes-
sage using their current shared key K, to get M, and H, ,557
Comparing H and H{!, the A-node can make sure that
these past data are the same data it received at time ¢ ;.

3.3 Analysis

3.3.1 Security

If an S-node is physically captured by an adversary in the
key refreshment phase, the current key will be exposed to

the adversary. Because the shared keys are refreshed pe-
riodically and they are forward secure, the adversary can’t
access the past data stored locally, which are encrypted us-
ing previous keys. However, in order to access the past data
itself, an S-node escrows its seed key to its neighbors. If
enough neighbors of this S-node are compromised, they can
reconstruct this S-Node’s seed key together, and the com-
munication of this S-node will be exposed. The threshold is
decided when the S-node is deployed.

Assume there are n nodes in the sensor network, and m
nodes have been compromised. The probability that one
neighbor node of N; has been compromised is 7*. The
probability that node N; will be compromised is the prob-
ability that more than IV; . of its neighbors have been com-
promised:

N; . .
U , J Nipe—J

S (G)Ere-nTT o

Pyl J n n

where NN, __ is the number of neighbors of node N;, and N;

is the number of key shares needed to restore the seed key.

3.3.2 Performance

The main advantage of our scheme is that the encrypted past
data are forward secure. But to access the past data, we
need to restore the previous keys from key shares held by
neighbor nodes. More messages are needed to complete
this process than before. This is a significant drawback
since communications cost many times more than compu-
tations in terms of energy [23, 13]. Therefore, we estimate
the number of messages needed with queries on history in
our scheme, and compare it with the system without queries
on history in order to determine how much higher the cost
is in our scheme.

For Node NN;, the number of messages needed to restore
the seed key from pieces held by neighborsis N;, , + N, .,
where N; . is the number of neighbors who respond to
node NN;’s request. So, for the same number of queries,
the ratio [ represents the increase in messages using this
method:

ne

N, — N,
No
k(1 — )M + ak(M + 37" (Ni,. + Ni..,))
kM
Z?:l (Nine + NiTep)a
M

8 =

where N,, is the number of messages needed with queries
on past data, IV, is the number of messages needed without
queries on past data, « is the percentage of queries which
attempt to access past data, k is the number of queries, and
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M is the number of messages needed for one query without
accessing past data.

For a specific sensor node A, the number of messages
needed for a normal query can be estimated by its distance
to its aggregator. Assume a message from node A needs to
go through x hops to an aggregator B. Then for a normal
query, the number of messages needed is 2z. When a query
on past data happens, A sends requests to its neighbors and
gets responses. Assume it has y neighbors; then, the number
of messages transmitted for key recovery is up to 2y. Thus,
the ratio 3; represents the increase in messages for node IV;
using this method:

ine + Nive, 2y y
Bi = 3 a < 2xa—xa 2)
where M; is the number of messages needed for one query
on node N; without accessing past data. So, the number
of messages increased by queries on past data of one sen-
sor node is related to the number of neighbors it has, the
distance to its aggregator, and the ratio of queries on past

data.

4 Past data recovery method |1

In method I, the recovery of past data occurs on S-nodes.
A drawback of method I is that S-node requests to neigh-
bors dramatically increase the number of messages required
based on the number of queries. In this section, we present
an alternate method that is designed to reduce the number
of messages. This method recovers data on A-nodes instead
of on S-nodes, which will decrease the number of mes-
sages needed and mitigate the computational demands on
S-nodes. To do so, A-nodes need to recover the appropriate
aggregation keys to decrypt the past data. For simplicity,
we will focus here on the difference between method I and
method II.

4.1 Restoring data on aggregators

In method II, as queries involving past data are pro-
cessed, S-nodes send their encrypted past data to A-nodes
for processing. A-nodes then recover seed keys, reconstruct
the proper keys for the encrypted past data, and get the
plaintext past data for further processing. Using the same
secret sharing mechanism described in method I, an A-node
will divide each seed aggregation key shared with an S-node
into NV, shares, where N, is the number of neighbors of
this A-node. Following are the detailed operations of S-
nodes, A-nodes, and their neighbors.

411 Operationsof an S-node

Procedure 7 Key refreshment of an S-node
1: Ko+ Kag;i < 0;
2: repeat

3 i=1+1; K; <—FS.upd(Ki_1);

4:  destroy K;_1

5. until (K; is compromised) or (i = t)

In this scheme, an S-node’s work is simpler than in
method I. When the query is on a current event, the S-node
senses the environment, encrypts the resulting data with the
current key, sends the encrypted data to its A-node, keeps
an encrypted copy locally, and deletes the oldest past data
item. When the query is on a past event, the S-node finds
the desired encrypted past data from its local storage and
sends the ciphertext to its A-node.

4.1.2 Operationsof an A-node

Procedure 8 Key sharing and refreshment of an A-node
1. Ko« KASj;i «— 0;
2: pick a random k — 1 degree polynomial p(x) = ag +
a1z + ...+ ap_12" where ap = Ko = Kas,;
3: evaluate: Dy = p(1),...,D; = p(i),...,Dn,. =
P(Nne);
send K, ;(D;) to the ith neighbor node;
repeat
=1+ 1; K; «— FS.upd(Ki_l);
destroy K;_1
until (K; is compromised) or (i = t)

® >0k

Procedure 9 Key recovery in an A-node
1: send key recovery message to all the IV, neighbors;

m < 0;
whilem < k do

wait for responses from neighbors;

receive one response; m = m + 1;
end while
recover the seed key by reconstructing the polynomial
with k key shares from neighbors;

NN R RN

Assume this A-node has m S-nodes in its group and NV,
neighbors. The A-node has m different seed keys shared
with its group members. It divides all of its seed keys into
N, shares, and sends them encrypted with pairwise shared
keys K, ; to its neighbors. These pairwise shared keys are
shared only between this A-node a and its neighbors. Thus,
an A-node’s neighbor has m shares for m different keys,
and only one share for any given seed key. The A-node
will refresh the aggregation keys and delete the local copy
of the seed keys. When the query is on a current event, the



A-node does not need to access past data. When a query is
on a past event, the A-node sends requests to its neighbors
asking for all the seed key shares, reconstructs seed keys,
and evolves the secret keys to the specified time period in
the query. After all the S-nodes have sent the ciphertext of
past data to the A-node, the A-node decrypts these past data
to answer the query. The secret sharing operations and key
recovery operations are similar to those in method I.

4.1.3 Operationsof an A-node’s neighbor

Procedur e 10 Operation of an A-node’s neighbor
1: receive and preserve initial key share from the A-node,
which is the owner of the key share.
2: repeat

3:  wait for owner’s request for a key share
4:  if the requester is trusted then

5: send back the key share

6: endif

7: until the requester is not trusted

The A-node’s neighbors are in charge of storing key
shares of all the aggregations keys. When they receive a
request from the A-node, they will decide whether to send
back their key shares based on their judgement of whether
their A-node is compromised. The operations of these
neighbors are the same as in method I.

4.2 Past data authentication

In this method, the past data are stored encrypted. S-
nodes do nothing with the past data, and just send them
to A-nodes when necessary. Although an S-node will not
know the content of past data itself, the problem of how to
authenticate the past data it sends still remains. If an S-node
is compromised, it can send some meaningless data to its A-
node instead of the real encrypted past data stored locally.
This meaningless data will corrupt the calculated results.

4.2.1 Operation of an S-node

Procedure 11 Operation of an S-node
1: receive query on past data, get the expected time period
tj;
2: S-node — A-node: E, (Ct;)

An S-node gets the time period ¢; of the query, finds the
appropriate past data Cy, encrypts the data with current key
K,, and sends them to its A-node.

Procedure 12 Operation of an A-node
1: reconstruct K¢, by evolving K 4s;
M, = D, (Cy, )
Ht’;ew = HMAC’Ktj (M, );
if ng“f #+ ng then
Mj, is false data
dse
My, is correct data
end if

AR A

4.2.2 Operation of an A-node

When an A-node receives data C’ti at time ¢, it will de-
crypt Cy; to get My,. Having M, and Ky, at time ¢ — j,
the A-node can generate HMAC H. {‘:. This can be used for
the authentication if a query on past events is placed later.
Assume that at time ¢;(j < 4) a query on past data is placed,
that the A-node has already deleted the C;_; and the corre-
sponding M, and that Ky, has at this point been refreshed
to Ky,. The A-node asks its neighbors to send back the key
shares they have and asks all the S-nodes to send their data
for time ¢;. Now the A-node can easily reconstruct K;; by
evolving K 45, and can decrypt all the encrypted past data
received from its S-nodes. Because the A-node stores one
copy of the HMAC of the past data, it can authenticate the
past data received from all the S-nodes at time ¢;.

4.3 Analysis

4.3.1 Security

The main difference between these two methods is in where
past data is restored. When all the past data are restored on
A-nodes, the seed keys shared by an A-node and its group
members are shared among the A-node’s neighbors. As a
result, if enough of these neighbors are compromised, those
seed keys will be compromised. In method I, because all
the seed keys are shared among each S-nodes’ neighbors,
the compromise of neighbors of an S-node will only com-
promise the S-node itself. Thus, it is clear that the security
of method II is not as rigorous as method I. In method II, an
entire group of S-nodes working with the same A-node can
be compromised at the same time. As a means of compar-
ing these two methods, we can evaluate the probability of
compromise of a sensor node group. Obviously, for an A-
node, the probability of its keys shared among its neighbors
being compromised is

N 7 s M\ Nige —i
e

I=WNip

It is the same as for an S-node in method I. If all seed keys
of an A-node are compromised, the data of all the S-nodes
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Figure 2. Probability of one group being com-
promised vs. number of compromised nodes

controlled by this A-node will be compromised. Thus, this
probability is also the probability of one group of sensor
nodes being compromised. In method I, assuming there are
no common nodes between neighbors of two sensor nodes
in one group, the probability of one group of sensor nodes
being compromised is

N g

()G EnTT) e

j=Ni,

where g is the number of sensor nodes in an A-node’s
group. Figure 2 is a comparison between these two meth-
ods. In Figure 2, we can observe that the probability of
one group being compromised will decrease dramatically
in method I when the number of sensor nodes in each group
increases. Here “r=2, ne=7" means that in secret key shar-
ing, the threshold is 2 and the number of neighbors is 7. We
consider three example combinations of these two param-
eters in this paper. LDP (Local Data Protection) I denotes
method I from Section 3. LDP II denotes method II from
this section. In method II, the probability of an A-node’s
group being compromised is related to the number of this
A-node’s neighbors instead of the number of its group mem-
bers. Thus, when the size of an A-node’s group of sensor
nodes is large, method I will provide better security. In fact,
in method I, if all the sensor nodes in one group share the
same neighbors, then the probabilities of one group being
compromised in the two methods are equal.

4.3.2 Performance

In this section we compare the performance of methods I
and II. In method II, because all the S-nodes don’t need
to recover past data locally, they don’t need to send mes-
sages to their neighbors—only the A-nodes need to do so.
In method II, queries on past data are always distributed to

a group of S-nodes simultaneously. Therefore, when an A-
node requests all the seed keys from its neighbors, it can
combine all the requests for different seed keys into one re-
quest, and a neighbor can respond with only one message
that includes all the key shares it has. Assume an A-node
has N, neighbors and the sensor network has m A-nodes;
then the ratio ( reflecting the increase in messages because
of queries on past data is:

5 — k(1 —a)M +ak(M + 3577 (Ni,.. + Ni,o,)) )

kM
E;’il (Nine + Ni’r*ep) << o E?:l (Nine + Ni’r*ep)
M M
Compared to method I, the extra messages are only among
A-nodes and their neighbors, not among all the S-nodes and
their neighbors. The number of A-nodes in a sensor network
is by design much smaller than the total number of sensor
nodes. Because of this, the number of messages needed in
method II is much less than in method I.

5 Comparison with previous methods

In this section, we compare the security of our two
schemes with other key distribution methods such as the
basic [12], g-composite [5], and random subset assignment
key predistribution schemes [18]. Fig.3 shows the proba-
bility of one link being compromised versus the number of
compromised nodes. For the ¢g-composite and random sub-
set assignment key predistribution approaches, we use a key
ring size of 200 and a probability of key-setup is 0.33.

From Figure 3, we can observe that the higher the thresh-
old, the lower the probability of a link being compromised.
We also can observe that if a suitable threshold is selected
(e.g. r=5, ne=7), the security of our scheme is better than
random subset assignment. In this scenario, the probabil-
ity of a link being compromised increases more slowly in
our scheme after more than 470 nodes have been compro-
mised. Both of the methods presented in this paper se-
curely retrieve past data, an ability not addressed by any
other method to the best of our knowledge.

The advantages of our schemes are as follow:

1. distributed history data storage: In our methods, the
history data are securely stored locally on sensor nodes
instead of aggregators, which can distribute the burden
of storing.

2. forward secure past data queries: Our methods support
forward secure past data queries. The data sent by S-
nodes are forward secure. Even if an adversary com-
promises the aggregation key between a sensor node
and its aggregator, it only can get the data transmitted



Probability of one link being compromised

& q-composite(q=2)
| == g-composite(q=3)
-0~ LDP I r=2,ne=7

-O- LDP I r=3,ne=7

—~— LDP | r=5,ne=7
—8— RS(s'=4,5=43,t=49)

1000
Number of compromised nodes

Figure 3. Probability of one link being com-
promised vs. number of compromised nodes

during the current time period. An adversary can’t ac-
cess the past data stored on sensor nodes or monitor it
from the traffic.

3. forward secure data authentication: Our methods also
support forward secure data authentication. An adver-
sary can’t make up false data even it has physically
captured a sensor node and acquired the current ag-
gregation key. An aggregator can authenticate the past
data sent from a sensor node.

6 Reated Work

Previous work in sensor networks is mainly focused on
key predistribution, data aggregation, and secure network
routing. Symmetric cryptography has been widely used and
researched in sensor networks. Perrig et al. [21] present
a security architecture called SPINS. Zhu et al. [30] pro-
pose a scheme for bootstrapping trust using one-way hash
chain and TESLA [20]. Basagni et al. [1] discuss the us-
age of rekeying of group keys in sensor networks. The
basic probability-based key predistribution is proposed by
Eschenauer and Gligor [12]. Using this scheme, there
are many improvements in key predistribution. Chan et
al. [5] describe three new schemes including g-composite
random key distribution, multipath key reinforcement, and
a random-pairwise key establishment scheme. Liu and
Ning [18] propose a polynomial-based key predistribution
method. Du et al. [11] also propose a pairwise key pre-
distribution scheme for sensor networks. Zhu et al. [29]
present LEAP, a key management protocol for sensor net-
works. It divides keys into four categories: individual keys,
pairwise keys, cluster keys, and group keys. Using loca-
tion information for sensor nodes, Du et al. [10] present a
key management scheme with high connectivity. Liu and
Ning [17] also propose a location-based pairwise key es-

tablishment protocol for static sensor networks. Wang [27]
presents a robust key establishment protocol for sensor net-
works.

Some energy efficient collaborative schemes between
nodes have been proposed for sensing and data delivery
[22, 15]. In-network processing has been shown to prolong
the lifetime of sensor networks [26, 19]. For the informa-
tion aggregation in sensor networks, most previous work
assumes none of the nodes in sensor networks are being
compromised, such as [8, 19]. Hu and Evans [14] discuss
secure information aggregation with one node being com-
promised. Praydatek et al. [24] propose the aggregation-
commit-prove framework for designing secure information
aggregation protocols and provide several protocols for se-
curely computing median, maximum, and minimum values.
Also, they propose to use forward secure authentication to
protect previous readings. We extend their idea of past data
authentication in this paper. Forward security in private key
cryptography is addressed by Bellare and Yee [3]. Deng
et al. [7] discuss the problem of security support for in-
network processing in sensor networks including methods
for delegation of authority, shared key establishment, and
command dissemination.

7 Conclusion

In this paper, we have discussed the problem of securely
accessing past data in sensor networks. Accessing past data
stored in the sensor network itself can provide a valuable
and efficient means for carrying out new queries without
prior planning. In this paper, we focus on providing meth-
ods for securely accessing past data even if sensor nodes are
physically compromised. We define the problem, propose
two methods based on forward secure encryption and au-
thentication for restoring past data and authenticating past
data, and compare their security and performance. Method
I restores past data on sensor nodes, while method II re-
stores them on aggregator nodes. Method I has better secu-
rity than II, but needs more messages to restore the seed key
and is thus less efficient in most situations. Method II needs
fewer messages, but when many neighbors of an aggrega-
tor are compromised, all the aggregation keys for this sen-
sor nodes group are compromised; it is thus arguably less
secure. Both methods have forward security, which guaran-
tees that an adversary can’t access past data even if it has
compromised the current key or has physically captured the
sensor node. Expiration of aggregation keys and intrusion
detection will be part of our future research.
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