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Abstract—Sensor networks are often used to monitor sensitive that the secret keys shared by sensor nodes and the base stati
information from the environment or track sensitive objects’ cannotbe compromised. However, since many sensor networks
movements. Anonymity has become an important problem in 4re geployed in malicious environments, we need to consider

sensor networks, and has been widely researched in wirelessl th f K . dh i tect th
hoc and wired networks. The limited capacity and resources '€ CONSEQUENCES Of k€y compromise and how to protect the

of current sensor networks have brought new challenges to anonymity of sensor nodes even when their secret keys are
anonymity research. In this paper, two efficient methods are compromised.

proposed based on using a one-way hash chain to dynamically |n this paper, we propose two methods based on one-way
change the identity of sensor nodes in order to provide anomyity,  yeved hash chains: Hashing based ID Randomization (HIR)
and their anonymity properties are analyzed and compared. and Reverse Hashing ID Randomization (RHIR). They can

provide more anonymity to a sensor node even when its shared
secret keys are compromised.

Anonymity in sensor networks means preventing a third The rest of this paper is organized as follows. Section II
party other than the message sender and the base stadigieys related work. Section Ill describes models useHin t
knowing the identity of the two primary parties in a compaper. Section IV and Section V describe the hashing based
munication. It includes sender anonymity, receiver anahym |p randomization method and the reverse hashing based 1D
and unlinkability between the sender and receiver. Thus, gghdomization method. Section VI analyzes and compares the
adversary cannot determine the sender and receiver'stident anonymity properties of both methods and also compares them

through reading a message intercepted from the network\@ith existing methods, and Section VII concludes this paper

through reading messages forwarded by a sensor node it

has compromised, and the adversary also cannot determine Il. RELATED WORK

whether two communication segments (i.e., message transResearchers are increasingly raising concerns about

missions between two neighboring nodes) belong to the sagifonymity in sensor networks, and also in related areas such

communication between a sensor and the base station.  as wireless ad hoc networks, data mining, and locationebase
Anonymizing sensor nodes can confuse adversaries abggitvices. Chaum’s mixing approach [2] was shown to provide

which sensor is the real sender of a message. To protect #m@nymous connections that protect against traffic arsadysi

real ID of each sensor, pseudonyms can be used for sengefe useful in an onion routing mechanism [3]. Koeigal.

nodes instead of real IDs; however, using fixed pseudonya$ proposed ANODR, an anonymous on demand routing for

cannot prevent leaking identity information of sensor rodedd hoc networks. Wt al. [5] proposed AO2P, which is an

because a long term passive eavesdropper can deduceotigemand position-based private routing protocol. Kehg

topology of the network through traffic analysis. Mis#iaal.  al. [6] use threshold secret sharing, secret share updates and a

[1] proposed two anonymous schemes for clustered wirelesstificate-based approach based on PKI to address security

sensor networks. They proposed to use a pool of pseudonyigsties in wireless networks. Wadata al. [7] proposed an

for a sensor node to select randomly from them when édhergy-efficient protocol for maintaining the anonymity of

is sending messages, and also proposed a Cryptographie network virtual infrastructure that includes a cooatén

Anonymity Scheme (CAS) in which the pseudonym of gystem, a cluster structure, and a routing structure.

sensor node is generated from keyed hash functions. The twany key management schemes have been proposed for

schemes can both provide anonymity under the assumptigghsor networks such as [8] and [9]. Zétwal. [10] presented

LEAP, a key management protocol for sensor networks. It
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|. INTRODUCTION



[12], [13], and [14]. Kamatt al. [13] extended the work of
[12] and proposed phantom routing techniques based on both Ao\/'. E Base staton
flooding and single-path routing. ./ o,

IIl. SYSTEM MODELS

In this sections, we will describe the system models used Fig. 1. Example of nodet creating tablef?

in this paper including a network model, a key management
method, and an adversary model. TABLE |

AN EXAMPLE OF TABLE R
A. Network Model

Hash times (HT)| Hash values (HV)| Link

Let S = {s1,s2,---,5,} denote the set of sensor nodes 1 Hri,,(ID4) | down

in the network of sizen. The operations of a sensor network 2 Hi,.(IDa) | down

can be divided into two phases: a deployment phase and a 4 Hy,,(ID4) | down
regular use phase. In the deployment phase, every senser nod 2 Hi,»(IDE) up

determines its own location using some localization method
and notify the base station its location. In the regular usssp,

a sensor node collects daFa f_rom the environment and S,eﬂﬂaws the current ID and a secret key. Because of the one way
the collected data along with its ID back to the base Stat'o'ﬁ'ashing, the adversary cannot reverse the hash functiogtto g
B. Key Management the previous IDs used. Thus, the anonymity of a sensor node

There has been much research in key managementin seﬁ%épe past is protected even when the key is compromised.

networks. In our model, we adopt the method proposed {1 peployment Phase
[10] to generate individual node keys and pairwise shargd ke In this phase, a sensor node localizes itself and reports its
amongst neighboring nodes. An individual node key is the k%’ca ion back t(; the base station. It sends a messdae.
shared by a sensor node and the base station. Pairwise sh ) 9

e . . i, B, (zi,y:)) to the base station, whereD; is assigned
keys are shared by a sensor node and its immediate ne|ghbb>r/sthe base station an;, y:) are its coordinates. The base

C. Adversary Model station adds(ID;, (z;,y;)) into the table mapping between

Based on their capabilities, adversaries can be divid#aS and corresponding real locations. Every sensor node als
into two categories: passive and active. Passive advessaflétermines its uplink-node and downlink-nodes. By uplink-
eavesdrop on communications between sensor nodes in #R§€ B of node A, we mean that nodé will forward A's
network. Active adversaries can compromise or physicalfj€Ssage to the base statiof—s selected so that it is closer
capture sensor nodes to obtain their data and encryptics ke the base station tha and it is on the routing path of’s
In this paper, we assume that adversaries have both of fAgSsages to the base station. Conversely, nbdenodeB’s
above capabilities: an adversary can eavesdrop on all fifgvnlink-node. o . _
communications in the network and capture a limited numberAftér determining the routing information and creating

of sensor nodes in the network. pairwise shared keys with its neighbors, a sensor ngde
will create a tableR; that includes the keyed hash values
IV. HASHING-BASED ID RANDOMIZATION of neighboring nodes’ IDs. Table?; is a set of tuples

In this section, a hashing-based ID randomization (HIRYIT, HV = HT(x), Link), wherex = ID; if s; is s;'s
method is proposed to protect the anonymity of sensor nodgsink-node,xz = ID; if s; is s;'s downlink-node,H &7 ()
in a sensor network. The basic idea is for each individualeans usingk as a key to hash for HT times, andLink
sensor node to use a one-way keyed hash chain for produdilegnotes uplink or downlink. Node first broadcasts a message
a sequence of hash values as its IDs. Assuming the hastits neighbors with its IDID; and nodes; sends back an
function is shared and thus known to all the sensor nodé$ K message with its ID/D;. Nodess; and s; compute
if an adversary compromised one sensor node, it is clear thiair pairwise key as described in Section I1I-B. Nogehen
he could also compute the next ID for every node using tliecides if nodes; is its uplink node or downlink node and
hash function. Motivated by this concern, we wish to idgraif adds(HT, H}}’f(z), Link) into its tableR; (x = ID, or ID;
keyed hash function that can evolve IDs such that an adwersdepending on node; ands;’s relation). An example of? is
cannot link two values as the input and output of a keyeshown in Table | for noded in Figure 1.
hash function without knowing the key. Without knowing the
secret keys, the adversary cannot determine if two messafed?egular Use Phase
are sent by the same sensor node through eavesdropping. Th&fter the deployment phase, the sensor network is ready
anonymity of a message’s sender is protected as long as fiveregular use. Messages sent from a sensor node and routed
key is not compromised. A sensor node can delete its previdhsough the sensor network to the base station are of the form
ID and generate a new one after sending a message. Thén= H,||H.||J||D, where ‘{|” indicates concatenatiorni;
through physically capturing a sensor node, the adversdyy ois a hash value that identifies the receiver of this messdge,



is a hash value that identifies the original message serderH}. (ID;), it is not difficult for the base station to find the ID

is an index that indicates which hash value /8 is used, of the sender by calculating thth hash for each potentia).

and D is a data block collected by the sender. Nagédnas a

countert to count how many messages it has sent to the base V. REVERSEHASHING ID RANDOMIZATION

station; this is also the number of times the node has hashedn this section, we propose reverse hashing ID randomiza-

its original ID. tion (RHIR) method. In this method, we use a one-way hash
The operations of node; originating a message are dechain in reverse—in other words, we assign a sensor node’s

scribed in Procedure 1. The operations of negdéorwarding ID backwards from the end of the hash chain to the beginning.

the message are described in Procedure 2. This change improves the security properties of our method,

as we will explain below.
Procedure 1 Operation of a single node; in regular use phase RHIR uses the same operations as the HIR method in the

1 t=1 deployment phase, and the processes for a node to generate a

2: while true do hash chain and for the base station to determine the sender of

3: s collects dataD,, . a message are also the same, as is message forwarding. Here
si sendsM = Hye, * (ID;)||Hx, (ID:)[[t]|De 10 s;. we focus on the differences between RHIR and HIR method

4
2, gfﬁ;e}ir{égfé’_ ’f’iyfé;ri&i (HV;) in the regular use phase.

70 t—t41 ! ! A single node using a keyed hash function generates a
8:

 end while chain of values:ID, Hy(ID), H%(ID),---, H(ID). In
RHIR, a node uses that hash chain in reverse. The node

will use HJ(ID) as its first ID and Hy'(ID) as its
Procedure 2 Operation of nodes; forwarding a message from segc%nd ID, and so on. Its first message will Bé = _
- AT, y H, ' (ID;)||H (ID;)||k|| D1, and its second message will
1: receivesM = Hy. *(ID;)||H, (ID;)|[t||D: from s;. b JVJ[ 7T jD 511D k11 Do, I thi hod
2: checks its tableR; to find a match ongsj(IDj) and HT;. ez = K]d( J)|(|j 1; ( i)||t_tf|1| QH nl’: 'Shm.et fp E d
3 if there is a matchhen a sensor node needs to compute the hash chain first an

4;  confirms itself as the message's receiver and prepares Si9re it locally. Assuming a 128 bit hash function is used and

forward the message k = 1000, then total storage for hash valuesl& x 1000 bit

5. HT; = HT;+ 1, HV, = Hk,, (HV;)(refreshes tabl&?; for = 16K bytes. A MICA2 Mote has a flash memory of 512K

_ err:tryk&). bl f ink bytes. Thus, a sensor node’s limited memory storage will not
6: checks Its tableft; for an uplinksi. be a problem if a propek is selected in this method. This

7:  changesM to M' = Hy *(IDy)||Hg, (ID;)|[t|| Dy .

, . ik i method costs more storage but offers better security.

8: sendsM’ to uplink-nodes;,

9 HT,=HTy + 1, HVi = Hi;, (HVE) VI. ANONYMITY COMPARISON
10:  refreshes tabldz; for entry s ) )
11: else In this section, we compare the two methods proposed,
12:  discards the message and returns to original state. HIR and RHIR. For the anonymity property, both methods
13: end if can provide anonymity to message senders and forwarding

nodes in the network. Without knowing the secret keys used

Because of the open medium property of sensor networks; hashing, an attacker can only see the IDs in messages as a
when a sensor is sending messages, all the nodes that ase isdties of random numbers. Also because the secret key used to
radio range can receive the message. To protect the re'seivevolve a sensor node’s IDs is only shared between this sensor
identity, Hff:j (IDj) is used to notify the real receiver. Ifnode and the base station, another sensor node’s compromise
nodes; checks its own tablé? and finds a match in its tablewill not affect this sensor node’s anonymity. In other wards
and the message is from a downlink node, negeknows an attacker cannot compromise a sensor node’s anonymity
that this message is sent to itself and needs to be forwardethout knowing its secret key, no matter how many other
to the base station; otherwise, it discards the message. skmsor nodes the attacker has compromised in the network.
maintain its tableR, each node will update its entries afteThus, the anonymity property is the same in RHIR as in HIR
every use. In this way, the sender and the receiver’s t&bleif the key is not compromised. From the above, we know that
are synchronized. the secret keys used in hash functions are very important to

The base station receives a message from one of its sensaintaining the anonymity of sensor nodes. What will happen
nodes, but doesn't initially know the sender of this messagéen the secret keys are compromised? Assume a sensor node
since the ID of the sender is hidden iH%i(IDi). The A’s secret key and the current IDD,. of A are compromised.
numbert included in the message allows the base statidhie discuss this in two categories, the messages sent before
to interpret Hy (ID;) correctly. Note that because of thethe compromise and the messages sent after the compromise.
properties of one-way hash functions, the base stationatann
simply compute an inverse hash function to get the original e assume that for a reasonable hash function, the possifi collision

. . S negligible. If a collision does occur, i.e. if there areotfor more) nodes

ID of the sender directly; however, the base station has th@”l identical H, (ID;) values, the base station can transmit a message to
original IDs of all the sensor nodes, and knowingand all these nodes requesting retransmission of any data frertth message.



A. Anonymity w.r.t. Past Messages VII. CONCLUSIONS

In HIR, because the hash chain is used in its normal order|n this paper, we proposed two schemes for protecting
the attacker can compute the next ID.,; = Hx(ID.) anonymity of sensors in sensor networks, HIR and RHIR. Both
based on thé D. and the compromised secret k&y Assume schemes can provide better anonymity than previous sakitio
the attacker records the transmission in the network forwehen the secret keys are compromised. HIR is suitable for
period of time befored’s key compromise. Then the attackemapplications concerned about anonymity of sensor nodes’ pa
can compute on all the IDs included in previous messages aehaviors and RHIR is more suitable for applications thatne
match them withl D... If there is a match, then that previous IDto continue operating when key compromise happens. HIR is
of this node will be compromised. However, the computatiomore preferable for long run applications since RHIR needs
cost is very high for the attacker. Because there is no orflermore storage in sensor nodes to store hash values. The more
messages’ arrivals, the attacker may need to do morerthastorage sensor nodes have, the longer RHIR can operate. As
hash function evaluations to retrieve the previous IDI6f.. future work, we will investigate how to combine these two
Thus, if an attacker wants to trace a sensor node’s histmghemes and provide both past and future anonymity for senso
readings, its computational cost@¥n - & - t), whereh is the nodes when keys are compromised in sensor networks.
cost for a hash function evaluation ahts the number of time
points traced back. In RHIR, because the hash chain is used
in reverse, an attacker can use the Compromised[&@nd [1] S.‘ Misra and G. Xue, “I’Efficien_t anonymity schemes for ttued
the current/ D, to compute the/ D._; used in the previous y&:_ﬁzfszoﬁr}z%g_e%fg;’Ztgfo%&ft'onaj Journal of Sensor Networks,
message. The attacker only need to search in the existipg D. Chaum, “Untraceable electronic mail, return addesssand digital
records for the message that includes thi3._;. Thus, the pseudonyms,’Communications of the ACM, vol. 24, no. 2, pp. 84-90,
computational cost of the attacker tracing bacRigh+n)-t). (3] 1981

M. G. Reed, P. F. Syverson, and D. M. Goldschlag, “Anonysio
. connections and onion routing/EEE Journal on Selected Areas in
B. Anonymity wr.t. Future Messages Communications, vol. 16, no. 4, pp. 482-494, May 1998.

In HIR, when a new message withD.,, is observed, [4] J. Kong and X. Hong, “Anodr: anonymous on demand routinighw

. ] ] untraceable routes for mobile ad-hoc networks.” MobiHoc ’03:
the attacker can determine that this new message is sent Proceedings of the 4th ACM international symposium on Mobile ad

by A because he can compute it based bR, and the hoc networking & computing, 2003, pp. 291-302. ‘ _
compromised key. Thus, if the attacker wants to compromig] X. Wu, "Ao2p: Ad hoc on-demand position-based privateuthog

. protocol,” IEEE Transactions on Mobile Computing, vol. 4, no. 4, pp.
all the messages sent by after the key compromise, the 335-348, 2005, fellow-Bharat Bhargava.

attacker only needg hash function evaluations, wheteis  [6] J. Kong, P. Zerfos, H. Luo, S. Lu, and L. Zhang, “ProvidiRgbust and

the number of messages the attacker wants to compromise. Ubiquitous Security Support for Wireless Mobile Netwotks, Ninth

Also, because the attacker can compute the next ID itself, th  Jio " " Conference on Network Protocols (|CNP"01), 2001, pp. 251~

attacker can impersonate the compromised sensor nodedo Sgn A. Wadaa, S. Olariu, L. Wilson, M. Eltoweissy, and K. Jsnéon
future messages before the real sensor node does. In RHIR, Pfo‘;iding anonymg,ylén Wi&ebss sensor ”etVVO”((S-"Wh Inter ”a;ional
Conference on Par and Distributed Systems (ICPADS 2004), 7-9
the attacker cann(_)t compute the next ID from the_ Cl_JrIé]M _ July 2004, Newport Beach, CA, USA, 2004, pp. 411-418.
and the compromised key because the hash chain is used ing] A. Perrig, R. Szewczyk, J. D. Tygar, V. Wen, and D. E. CyllSpins:
reverse. Thus, the only way for the attacker to compromise th ggiugtgff;é%%o's for sensor networkslirel. Netw,, vol. 8, no. 5, pp.
next ID qf 1D, is to evaluate the hash function on every ID[g] H. Chan, A, Pe;rig’ and D. Song, “Random key predistifuschemes
included in the messages afteb.. If one message has an ID for sensor networks,” iMEEE Symposium on Security and Privacy, May
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