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Abstract

Existing collaboration systems have a fundamental lim-
itation: they assume that collaborative groups consist of
only of individuals known personally by someone with the
authority to add to the group membership. The OC (Open
Collaboration) research prototype presented in this paper
addresses this problem by introducing trust negotiation into
collaboration systems. Our approach separates the profiles
used by groups and individuals in order to let entities con-
trol their privacy. We extend the family of RT languages
to specify the requirements of assigning a role and describe
how to create and maintain a collaboration. In addition,
we design two modes for disseminating group profiles and
classify three kinds of identities according to their sensitiv-
ity.

1 Introduction

The extensive use of the Internet and other networks pro-
vides a strong basis for global collaboration among large
numbers of diverse entities. Collaborative applications,
such as those providing remote education programs, sup-
porting virtual patent-research team, and conducting col-
laborative computing and data sharing, have been calling
for security services. Existing research focuses on scal-
able and fault-tolerant group key management protocols
[2, 21, 32], data confidentiality and integrity [1, 3, 18, 22],
large-scale and decentralized trust management for access
control [15, 14, 16, 17, 13], and public-key support for the
key-name binding problem [8, 7].

One important consideration that is often overlooked is
that often entities that do not know each other may find they
want to work together. Trust management gives access to
requesters according to their attributes instead of their iden-
tities. In this way, a resource holder can answer a requester
who it does not know, basing the access it grants on a de-
ductive process [14]. Trust negotiation supports credential
exchange between two strangers who wish to build mutual

trust [35, 36, 33, 34, 23, 24, 30, 31, 29, 27, 26, 28, 6, 5].
However, trust management alone deals with neither the
certificate/credential exchange procedures, nor the creation
and maintenance of a dynamic collaboration. Also, ex-
isting trust negotiation approaches are designed only for
the two party case. Current commercial applications, such
as Groove, Lotus Notes, Open-Xchange, and eGroupWare,
only support certain fixed roles, require a central server, and
do not support sophisticated enrollment and access policies.

This paper presents a research prototype called OC
(Open Collaboration). In open environments, there are
many diverse entities, most of them independent and au-
tonomous. OC is designed to allow strangers to join a col-
laboration through trust negotiation and mantain dynamic
collaborations in a purely peer-to-peer fashion, a combi-
nation that has not been addressed before. Our approach
extends existing two-party trust negotiation to multi-party
agreement in an open collaborative group on the basis of
Li’s RT family of trust management (TM) languages. Fur-
thermore, since policies play a critical role in secure sys-
tems, OC supports three kinds of policies: role appointment
policies, data (file and communication) access policies, and
certificate release policies.

OC distinguishes itself from existing work by attempting
to satisfy the following goals simultaneously.

• Allowing strangers to join a multi-party collaboration
with mutually agreed on privacy and security policies.

• Giving users privacy they can control and security they
can understand.

• Removing the need for a server and central adminis-
tration.

Section 2 provides an overview of related work and ex-
amines it in the context of our goals. In Section 3, we
present a security architecture, OC, for open collaborations.
Section 4 gives our conclusions and lists some areas for fu-
ture research.



2 Related Work

Collaboration research has now been quite active in the
past decade; industrial software has been available for years
and more tools are continually being developed.

Winsborough et al. first introduced the notion of auto-
mated trust negotiation and gave an architecture for manag-
ing the exchange of credentials between two strangers for
the purpose of determining bilateral trustworthiness [29].
Researchers have explored automated trust negotiation sys-
tems in [35, 36, 33, 23, 6]. Subsequent research investi-
gated related privacy and security issues and provided new
approaches [26, 28, 34, 24, 5]. In addition, Li et al proposed
an RSA-based protocol and an ID-cryptography-based pro-
tocol to address the cyclic interdependency problem in au-
tomated trust negotiation [12].

Li and Mitchell presented a role-based trust-
management framework called RT , in [14]. RT provides
policy language, semantics, a deduction engine, and
pragmatic features to address large-scale and decentralized
access control and authorization problems.

The work most related to OC is by Ellison and
Dohrmann [8] and Nita-Rotaru and Li [19]. Ellison and
Dohrmann presented a security architecture called NGC
(Next Generation Collaboration) [8]. They gave a pro-
cess requiring human and machine interaction for binding a
name to a public key and used SDSI names for both groups
and individuals. However, NGC’s flexibility was limited by
the fact that new members could only be added by invita-
tion, and that this could only be done by a subset of the
current members pre-authorized to issue invitations. This
means that in general only parties known to the core users
could participate. Most recently, Nita-Rotaru and Li pre-
sented a framework for role-based access control in group
communication systems [19]. They identified the set of all
possible group operations that can be controlled and defined
the group policy as a mapping between roles and operations
using context as constraints. However, theirs is a central-
ized system, and it does not provide any mechanisms for
allowing a stranger to join a collaboration.

Recently the commercial product Groove has provided
a collaborative community for users. Users can create
“workspaces” and invite people to join, after which mem-
bers of the workspace can share files and manage projects
together. Groove supports only three fixed roles—Manager,
Participant, and Guest—and new members can join only by
being invited. Groove is not a pure peer-to-peer system:
it needs the help of a reply server. Open-Xchange (OX)
and eGroupWare are open source communication software
packages. Both are web-based applications, and a central-
ized server is thus required. They do not support roles, and
users can be added only by the system administrator.

Figure 1. Group Profiles vs. Private Profiles

3 Our Security Architecture for Open Col-
laboration

Although some proposals exist today for systems for
the negotiation and management of trust, none of them ad-
dresses in a comprehensive way the problem of how to build
and manage an open collaboration among diverse, indepen-
dent, and autonomous entities.

Requirements for secure collaboration are as follows:
administration of group membership, data sharing with as-
sociated access policies, and secure communications among
members of the group.

3.1 Group Profiles vs. Private Profiles

In order to allow effective collaborations, each entity
must be kept updated with the information about every col-
laboration it is taking part in. We call the collection of group
information the group profile. Each member may be al-
lowed to see only a partial view of this group profile. The
group profile is synchronized among group members. Since
OC is a purely peer-to-peer application, each entity is re-
sponsible for helping its neighbor nodes update the group
profile according to associated access policies when they
come into contact (see Figure 1). The group profile provides
comprehensive information on this collaboration, including
the following items:

• a group name and mission description

• current time

• group state

• join requirements and benefits

• a list of all group members with associated roles

• a list of the names of all shared files with associated
policies



OC is designed to work in open environments, where ev-
ery entity may have its own set of goals and priorities. Each
entity needs a private profile to manage the personal infor-
mation that is related to its on-going collaborations. The
private profile contains the local data for each entity, which
is created, accessed, controlled and managed only by the en-
tity itself. The private profile includes the following items:

• memberships of some collaborations

• personal certificates with release policies

• shared files with access policies created by this user

• local group policies

• local strategies

The notion of group profile and private profile is different
from the notion of contexts in [19] since their system uses
a client-server architecture and both the client and group
contexts are stored on the server side while our system runs
in a peer-to-peer fashion.

In OC, access control is enforced by file owners and their
trusted entities. The list of the names of shared files with as-
sociated polices is synchronized; the files themselves need
not be synchronized, but may be synchronized for efficiency
in some cases. An entity can download a file, when needed,
from its peers who already have a copy of it, if this entity
satisfies the associated access policy. One reason for not
contacting the source might be that some member machines
may be mobile devices that are limited by memory, power,
or bandwidth. The source could also be temporarily offline
or overloaded. In contrast, NGC [8] synchronizes the list of
the names of shared files, without associated policies since
it does not support the latter.

3.2 The Creation of a Collaboration

Any entity can create a collaboration and publish por-
tions of the group profile, which are then publicly accessi-
ble, on bulletin services or by other means. There are two
phases in creating a collaboration: (1) making a group pro-
file and (2) recruiting members.

Every collaboration is task-oriented. The OC system
provides some group profile templates for general-purpose
collaborations that group creators can use. A creator could
follow the general-purpose templates or create his own.
Generally, a creator must complete the following steps: (1)
give the description of the mission of this collaboration; (2)
define roles of this collaboration and the requirements for
application; (3) list all the initial members and their roles,
and also the names of the initial files and their associated
policies, if any; (4) publish/broadcast the publicly accessi-
ble parts of the group profile.

OC supports two modes by which a new entity can join
a group: by invitation or on its own. Inviting is a safe way
to introduce a new member; however, this limits the breadth
of collaborations for those who are qualified but have no ac-
quaintances in this collaboration. OC also allows an entity
to join an open collaboration on its own. This might subject
the collaboration to certain attacks, so OC requires that an
entity who wishes to join a group perform trust negotiation
with a senior member who has the privilege of referring oth-
ers to the collaboration group for approval. The following
is a summary of OC’s two modes for adding members to a
group:

1. By invitation. An inviting party is a member of this
group and has been appointed to a role which has the
privilege of inviting. There are four phases during in-
vitation. In phase 1, the inviter must decide what kind
of invited party should be invited, i.e., what kind of
attributes the invitee should have. In phase 2, the invit-
ing party goes over his local history records or public
information services to find such a invitee. In phase 3,
the inviter sends an invitation to the invitee. This invi-
tation includes benefits and requirement of joining this
collaboration. In phase 4, the invitee replies to the in-
vitor with a “Yes” or “No”. If “Yes”, his reply will in-
clude his credentials satisfying these requirements, or
a counter request for some credentials from the inviter
if this invitee’s credential release policies so require.

2. On its own. There are 4 phases in this procedure.
In phase 1, the entity finds interesting information on
public bulletins. In phase 2, the entity sends a request
to a senior group member he chooses. In phase 3, the
two parties perform trust negotiation. If this trust ne-
gotiation succeeds, he will be referred into this collab-
oration with his true name or a psuedonym covered by
his referrer with the approval of the group policy and
other members’ local group policies.

The addition of new members can also involve many
parties, rather than only two. The enrollment requirements
might ask for the proof of some attributes and the approval
of a majority of senior members. In this case, enrollment
is not complete after the steps described above for either
mode. After introduction to this collaboration either by in-
vitation or on its own, there could be three possible results:

• All senior members approve, and the new entity joins.

• A majority of senior members approve, and the new
entity joins. However, those in the minority of mem-
bers may take some corresponding actions, such as
changing local group policies or quitting this collab-
oration.



• The majority of senior members object or abstain, and
the new entity fails to join.

After being invited or referred, and before being con-
firmed, information on the new entity appears in the group
profile. Members see its presence, its referer or inviter, and
a pending tag. If a member completely trusts the referrer
according to its local group policy, he will automatically
approve the enrollment of the new entity. If he partially
trusts the referrer, he may initiate a trust negotiation with the
new entity and then decide. This trust negotiation may skip
some steps according to how much the referrer is trusted.
If he does not trust the referrer, he may initiate a complete
trust negotiation with the new entity and then decide. The
counting of approvals and objections can be implemented in
either of the following two ways: (1) a specific role, such as
the secretary or the referrer/inviter, collects results and then
announces whether to let him in, or (2) members broadcast
their results as a part of the group profile. After a period
of time, each member will know the final result through the
group profile. The first approach is easier to implement and
more efficient but is not transparent to all members. The
referrer or inviter will take full responsibility for collecting
individual results. The second is transparent but costs more
in both communications and time. After counting, the status
of the new entity will be set to “approved” or “rejected”.

3.3 The Maintenance of a Collaboration

Once the group profile for a given mission has been spec-
ified, the creator releases it to other on-line entities accord-
ing to the policies it specifies. OC supports two different
methods for updating group profiles, passive and active,
which are described in the following:

• In the passive mode, every on-line entity passively re-
ceives group profile updates from other entities period-
ically. In other words, every group member sends its
group profile to other on-line entities at regular inter-
vals of time. Different entities may see different por-
tions of the same group profile on the basis of their
roles and the associated access control policies in the
group profile.

• Active mode is the complementary mechanism for the
passive mode. In the active mode, an entity sends up-
date requests to other on-line entities so that they can
update its group profile. OC is designed for open envi-
ronments, where an entity might show up at any time
and then disconnect after several seconds. Under these
conditions, the active mode is necessary for group pro-
file updates.

In either mode, OC is a purely peer-to-peer application.
An entity uploads or downloads its group file to or from

other peers according to the policies specified in the group
profile. The receiving entity decides whether to update its
old version according to the timestamp on the new group file
and the role of the entity it is communicating with. Roles
provide an indication of trust relationships. In order to ob-
tain a role, an entity must pass the trust negotiation with
multi-party approval. This mechanism is quite like what
happens in the real world. For example, suppose a college
student traveling in Africa wants to update information on
the academic calendar at his school. He could call a class-
mate or department secretary; however, the secretary may
not be available at that time, and his phone connection may
be limited by time constraints. So, suppose he calls his
classmate. His classmate only can give him the information
she knows. If the department secretary were available, she
may have more or newly released information about their
academic calendar.

OC supports dynamic collaborations. When, during the
performance of a task, some policies or roles need to be
changed, a senior member can propose such a change. The
proposal will show up in the group file, where only autho-
rized or senior members can see it.

Discussion is an optional follow-up to any proposal. Au-
thorized members can send their approvals or objections to
a proposer, or attach their votes to the group profile, just as
in recruiting a new member.

Private profiles are controlled entirely by their owners,
and are never released to others. They can be updated or
changed by their owners at any time.

3.4 The Identities of Members

The identities of members in OC are just like those
in real-world groups. For example, when a person is in-
truduced into a group of people, those people can inden-
tify him with his true name, or “our guest” , or “the friend
of some introducer”. OC provides the mapping from these
three kinds of identities in the real world to the digital world.

• True name. Identity certificates are the counterparts of
true names. These certificates could be, for example,
in X.509 [11] or PGP [4] format. In the X.509 format,
there is a field called SUBJECT that holds the name
of the entity whose public key is being certified, i.e.,
the name of the certificate holder. In addition, there
is another optional field called SUBJECTUNIQUEI-
DENTIFIER, which uniquely identifies the subject of
this certificate. The PGP format also binds public keys
to unique global names.

• Anonym. Entities can join anonymously, either to
participate in collaborations that only consider the at-
tributes they have, instead of who they are, or as guests



or spectators. They can be identified by either tempo-
rary SPKI certificates [9], since an SPKI public key or
its fingerprint can function as an identity, or temporary
X.509 certificates with pseudonyms. An entity takes
care of his anonymity by himself. In other words, if he
chooses to join anonymously, he must get his tempo-
rary identity certificate and anonymous attribute cer-
tificates [10] (or we can use the method given in [5])
beforehand. Otherwise, he will not be able to prove his
attributes without losing his anonymity.

• Proxy name. Entities could join with proxy certificates
[25] or SPKI/SDSI [9, 20] certificates. In the case of
proxy certificates (which are an X.509 variant), the in-
troducer will sign a new short-lived public key for the
new entity. In the case of SPKI/SDSI, the introducer
is the only authority who binds the names of his in-
troducees with their public keys. Other entities are in
a position to question these assignments or bindings.
The introducer, say “ Carol”’, can screen the true name
of her introducee by defining “Carol’s friend”’.

As discussed above, note that one of the requirements
for performing in open environments is the ability to pro-
cess different kinds of certificates, such as PGP, X.509,
and SPKI/SDSI. Entities must have the required certificates
ready with the help of CAs or their introducers before they
formally enroll in a collaboration.

3.5 The Roles of Members

OC supports the RT family of TM languages in [14].
OC adds a new language, RT A, to the existing RT0, RT1,
RT T , and RT D languages in the RT family. This RT A de-
cribes the requirements of applying for and assigning a role.
In general, there are three kinds of requirements: attribute
requirements, ID requirements, and majority requirements.
The formal specifications for role assignment policies with
RT A are as follow, where R is a specific role, A is the set
of all attributes, I is the form of identity, and � and ⊗ are
two logic operators, denoting or and and.

• R← (A1 � · · · �Ai)⊗ (Ai−1 � · · · �Aj)⊗ · · ·
where Ai ∈ A. The head is a role; the body is
the attribute reqirement in conjunctive normal form of
propositional logic.

• R← I.i

where I.i is a specific kind of identity: identity cer-
tificate, temporary anonymous certificate, or a proxy
certificate. We may ask that some roles be associated
with true names while others are not. For example, in
the case of a remote education program, guests might
be anonymous while lecturers might have to show their
real names.

• R← (α1R1�· · ·�αiRi)⊗(αi−1Ri−1�· · ·�αjRj)⊗
· · ·
where αi ∈ [0, 1] is the percentage of approvals and
Ri is a role. For example, in order to obtain the role of
a department chair, an entity might need 80% approval
from the faculty and 50% approval from the graduate
students.

In addition, there are two other kinds of policies: creden-
tial release policies and file sharing policies. They directly
inherit from the RT DT

1
in [14], where RT DT

1
is the com-

bination of RT1, RT D, and RT T . Roles can be viewed as
attributes of an entity. Adopting role based access control
on files and credentials already implies that accesses will be
trust-based since obtaining a role already has reqired cer-
tificates verified by entities in charge. Every entity in an
open environment is self-governed and self-willed. So, it
is quite reasonable that an entity completely controls when
and to whom it will release its identity or credentials in or-
der to join collaborations it wants, and arbitrarily decides
what kinds of entities can do what kinds of operations on its
files. It can do this by writing corresponding policies on its
credentials and shared files. Thus, the privacy of each entity
is something it can control itself, and the restrictions on the
use of shared files are defined by file owners.

4 Conclusions and Future Work

This paper introduces trust negotiation into collabora-
tion systems so that our system can perform in a pure peer-
to-peer network without the assumption that collaborative
groups are made up only of individuals known personally
by someone with the authority to add to the group mem-
bership. This assumption is a major concern for existing
collaboration systems. We separate the group profile and
private profile to let entities control their privacy, extend the
RT languages to specify the requirements for assigning a
role, and describe how to create and maintain a collabora-
tion. By using the OC approach, collaboration systems will
be able to support a wider variety of collaborations among
entities who previously would not have been supported.

There are several things to be addressed in future work,
membership revocation, group dissolution, and more so-
phisticated group operations, such as group merging and
nesting. These are related to key and certificate manage-
ment in collaborations. Furthermore, designing and imple-
menting a reconciliation checker is also important, espe-
cially in systems without centralized control. The empha-
sis will be on making every entity comply with the policies
made by others, a need also related to key management. So,
key and certificate management for open collaboration will
be our next focus. In addition, policy writing is an open
problem. Providing an easily understood user interface to



help users write policies and recommending general poli-
cies for familiar credentials are important problems that we
will also investigate.
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